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Introduction

The RTB Project, formerly known as thge@RTB Consortium, assembled in November 2010 to develop
a new API specification for companies interested in an open protocol for the automated trading of
digital mediaacrossa broader range of platforms, devices, and advertising solutions. This document is
the culmination of those efforts and can be foundwatvw.iab.com

About the IABTechnology Lab

The IAB Technology Laboratory is a nonprofit research and development consortium charged with
producing and helping companies implement global industry technical standards and solUtens.
goal of the Tech Lab is to reduce friction associated with thigadl advertising and marketing supply
chain while contributing to the safe growtf an industry.

The IAB Tech Lab spearheads the development of technical standards, creates and maintains a code
library to assist in rapid, cosfffective implementation 6IAB standards, and establishes a test platform
for companies to evaluate the compatibility of their technology solutions with IAB standards, which for
18 years have been the foundation for interoperability and profitable growth in théadiadvertising
supply chain.

The OpenRTB Work Group is a working group within the IAB Technologyuttiter details about the
IAB Technology Lab can be foundatvw.iab.com/organizations/iatbech-lab

IABContact Information

Melissa Gallo

Director of Product, Programmatic Automation and Data
IAB Technology Lab

melissa@iab.com

License

OpenRTB Specification ®penRTHs licensed under Ereative Commons Attribution 3.0 Licens@&o
view a copy of this license, visiteativecommons.org/licenses/by/@/ or write to Creative Commons,
171 Second Street, Suite 300, San Francisco, CA 94105, USA.
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Geting Started

This specification contains a detailed explanationroRa B (&alTime Bidding) interface. Not all
objects are required, and each object may contain a number of optional parameters. To assist a first

IAB Technology Lab

time reader of the specification, we have indicated which fields are essential to support a minimum

viable real time bidding interfae for various scenarios (banner, videtc.).

A minimal viable interface should include tregjuired andrecommendedparameters, but the scope for
these parameters may be limited to specific scenarios. In these casd3esiceiption colummay
further qualify theirrequired or recommendedstatus. Optional parameters may be includedensure

maximum value is derived by the parties.

Example®f required attributes

Grouped at the tops of tables
for convenience

Examples of recommended
attributes.

Grouped after required
attributes.

Examples obptional attributes,
with and without defaults.

Attributes are assumed optiona
unless explicitly qualified as
required or recommended.

Figurel: Example ohow Required, Recommended, and Optiorattributes are presented.

d

imp

site

app

device

user

test

at

tmax

wseat

string, required

object array;
required

object;
recommended

object;
recommended

object;
recommended

object;
recommended

integer;
default 0

integer;
default 2

integer

stringarray

IMPORTANTSincerecommendedattributes are not required they may not be available from all
supply sources It is suggested that all partiés OperRTBransactiondevelopanintegration checklist

to identify whichattributesthe supply side supports in the bid request, and wlatthbutesthe
demand side requires for agkecisioning
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1. Introduction

1.1 Mission / Overview

The mission of the OpenRTB projexcto spur growth in Redlime Bidding (RTB) marketpladsy
providing open industry standards for communication between buyers of advertising and sellers of
publisher inventory. There are several aspects to these standards including but not limitedacttial
reaktime bidding protocol, information taxonomies, offline configuration synchronization, and many
more.

This document specifies a standard for the Riéale Bidding Interface that has grown out of previous
OpenRTB coll aboirisat powojectt handbtpmjedt “ These praioB Mo b i |
standards aim to simplify the connection between suppliers of publisher inventory (i.e., exchanges,

networks working with publishers, and ssitle platforms) and competitive buyers of that émtory

(i.e., bidders, demand side platforms, or networks working with advertisers).

The OpenRTB Ecosystem

e _ Advertiser Consumer

Buy-Side Sell-Side
v v
Ad Network Demand-Side Sell-Side Platform (or Ad Network
(working for — ! Platform Exchange) la— (working for v
Agency a buyer I i a pub)
Trading Desk OpenRTB Client OpenRTB Server .
or In-house T T Publisher
Team
Advertiser | | Bidder [ Auction lw—_| Publisher Ad
Ad Server Service —1—1* Service Server
Data
Management Data Broker
Platform

Figure2: Highlevel communications between parties in the Open RTB Ecosystem.

The overall goal of OpenRiEBandhas beerto create alinguafrancafor communicating between
buyers and sellers. The intentigt to regulateexactlyhow each business operateé\s a project, we
aim to make integration between parties easier, so that innovation can happen at a despénat each
of the businesses in the ecosystem.

1.2 History of OpenRTB

OpenRTB was launcheda pilot project between three demanside platforms (DataXu, MediaMath,
andTurn) and three seBide platforms (Admeld, PubMatic, afile Rubicon Project) in November
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2010. The first goatas to standardize communication between parties for exchanging hkisk
Version 1.0 of the OpenRTB bldisk specification was released in December 2010.

After a positive response from the industry, Nexage approached the OpenRTB project witlosgbtop
create an API specification foDpenRTBocusing on the actual redgime bid request/response protocol
and specifically to supporhobile advertising. The mobile subcommittee was formed between
companies representing the btgide (DataXuriksy and [X+1]) and companies representing the-sell
side (Nexage, Pubmatic, Smaaamd Jumptap This project resulted in the OpenRNIBbile 1.0
specification whichwas released in February 2011.

Following the release of the mobile specification, a video smimittee was formed with video ad
exchanges (BrightRoll and Adap.tv) collaborating with DataXu and ContextWeb to incorporate support
for video. The goal was to incorporate support for display, vidad mobile in one document. This

effort resulted inOpenRTR.0, which was releaseab a unified standard ilune2011.

Due to very widespread adoption by the industry, OpenRTB was adopted as an IAB standard in January
2012with the release of version 2.1Governance over the technical content of #pecification
remains with the OpenRTB community and its governance rules.

1.3 Version History

OpenRTB Redlime Bidding API

2.4 Support forAudioad units andhe largest set of minor to moderatnhancementsn v2.x history
2.3 Support for Native ad unitand multiple minor enhancements

2.2 New enhancements for private marketplace direct deals, video, mobile, and regulatory signals.
2.1 Revisions folQGcompliance, minor enhancements, and corrections.

2.0 Combines display, mobile, and video standards antoified specification.

1.0 Original Release of OpenRTB Mobile.

OpenRTB Display Blotkst Branch

1.2 Publisher Preferences A@roposed)
1.1 Minor edits to include realime exchange of creative attributes
1.0 Original Release of OpenRTB blistkspecifications

1.4 Resources

OpenRTB Github Repository github.com/openrtb/OpenRTB/
Development Community Mailing List groups.google.com/group/openrtdev
User Community Mailing List groups.google.com/group/openrtiser
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1.5 Terminology

The following terms are used throughout this document specifically in the contélke®@penRTB
Interface and this specification.

Term Definition

RTB
Exchange
Bidder
Seat

Publisher
Site

Deal

Bidding for individual impressions in reahe (i.e., while a consumer is waiting).
A service that conducts an auction among bidders per impression.
An entity thatcompetes in reatime auctions to acquire impressions.

Anadvertisingentity (e.g., advertiser, agencthat wishes to obtain impressions and uses
bidders to act on their behalf; a customer of a bidder and usually the owner of the adverti
budget.

An entity that operates one or more sites.
Ad supported content including web and applications unless otherwise specified.

Apre-arranged agreement between a Publisher and a Seat to purchase impressibers
certain terms
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2. OperRTB Basics

The following figure illustrates th@penRTmnteractions between an exchange and its bidders. Ad
requests originate at publisher siteBor each inbound ad request, bid requests are broadcast to
bidders, responses are evaluated under premgifuction rules, the winner is notified, and ad markup is
returned. The win notice URL and ad markup can contain any of several standard macros that enable
the exchange to communicate critical data to the bidder (e.qg., clearing price).

Publishers Buyers
0. AdRequest 1. BidRequest(Auction, Site, Device, & User Data)
«— «— \ _
5. Ad RTB 2. BidResponse(Bid, Ad URL or Markup) Bidder Insertion
Exchange _ Orders
RealTime
RealTime Decisioning
Tag Setup Auction 3. Win Notice (Settlement Price) Engine

(_
4. Ad Markup if not on Bid Response

Setup & TrafficControl (Config., RateThrottling, Request Filters)

Figure3: RealTime request sequence.

Notice that there is no explicit provision for loss notification. This is due primarily to the significant
system and bandwidth cost of doing so. Howevgchanges are encouraged to supply lostdrdia via
an offline or separate process outside of tleguest/responseprotocol.

This specification focuses on the réiahe interactions of bid request and response and the win notice
and response. Other interactions (e.g., block list synchronizatiaffictcontrol) are candidates for
future initiatives or are already defined by OpenRTB.

2.1 Transport

The base protocol between an exchange and its bisldad TTP. Specifically, HTTP POST is required for
bid requests to accommodate greater payloads thanPHGET and facilitate the use of binary
representations. Win notices may be either POST or GET at the discretion of the exchange.

Callsreturning content (e.g., any bid response, a win notice that returns marup)id return HTTP

code 200 Calls returmg no content in response to valid requests (e.g., an empty bid response which is
one option for indicating ndoid, a win notice that does not return markup) should return HTTP 204.
Invalid calls (e.qg., a bid request containing a malformed or corrupbpdykhould return HTTP 400 with

no content.

BESTPRACTICEOne of the simplest and most effective ways of improving connection performance is to
enable HTTP Persistent Connections, also known asAleep This has a profound impact on overal
performance by reducing connection management overhead as wellldst@Ration on both sides of
the interface.
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2.2 Security

HTTKB(i.e.,secure HTT)Rs not required folOpenRTBompliance However, there is a growing trend in
the industry to use HTTPS for added security of exchange/bidder communications. It is recomymende
therefore, that exchanges and bidders consider supporting both HTTP and HTTPS.

2.3 Data Format

JSONJavaScript Object Notatiois)the suggested format foridh request and bid response data
payloads. JSOMaschosen for its combination of humaeadabiliy and compactness. The data
payloads are described 8ection3 and Sction4.

Optionally, @ exchangemay alsooffer binary representations (e.gcompressed JSON, ProtoB&fro,
etc.), which can be more efficient in terms of transmission time and bandwidth. ThesbABLalmay
offer reference implementations for these other formats. When available, the use of these IAB
reference implementations is highly recommended to reduce exchapgeific variations.

The bid request specifies the representation as a mime type using the CéntpatHTTP header. The
mimetypefot he st andard JSON representation is “applic
response must be the same as the bid request.

Content - Type: application  /json

If alternative binary representations are used, the exchange or SSP should specify the-Cypéent

appropriately. For examplé:ContentType: avro/binary or “ContentType: application/sprotobuf’. If
the contenttype is missing, the bidder should asseithetype is application/json, unless a different

default has been selected by an exchange.

As a convention, the absence of an attribute has a formal meaning. In most cases, this indicates that the
value is unknown, unless otherwise specified

2.4 OpenRTB ¥frsion HTTP Header

The OpenRTB Version should be passed in the header of a bid request with a custom header parameter.
This will allow bidders to recogeizhe version of the messagentained before attempting to parse the
request.

Additionally, it is recommendedalbeit optional that bidders place an identically formatted message in
the HTTP header of the response with the protocol version the bidder has implemented. The message
may contain a different version number than the request header.

X- openrtb - version: 2. 4

This versiorshouldbe specified asmajor>.<minor>(e.g.,2.4). First or second level increments on the
version are changes to the protocol. In general, sedewdl changes should be backwards compatible,
whereas first level changes need not be backwards compatia. third level revisions (such ag2)
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shouldnot change the protocol itselbnly descriptions and notesat don ’ ffect the protocol content.
Third level versions should noglincluded in this header since they should have no technical impact.

2.5 Privacy by Design

The OpenRTB project fully suppogrivacy potiies as specified by buyers and sellers of advertising. In
particular OpenRTB supports-dot-track (Section 3.2.13, COPPA restriction signali(gction 7.5), and
the ability to pass user preferences from sellerdbuyers through theJserobject (Section3.2.15.

2.6 Relationship to hventory Quality Guidelines

OpenRTB is fully compatible with theventoryQuality GuidelineflQQ available here:
www.tagtoday.net/igg In particular many of theaxonomiesand listsused in this specification are
derived fromeitherthe IQG or the IAB Technology Lab

2.7 Customization and Extensions

TheOpenRTB spec allows for exchange specific customization and extensions of the specificgtion
object may contain extensionsn order to keep extension fields consistent across platforms, they
should consistently be naméext .
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3. Bid Reques6pecification

RTB transactions are initiated when an exchange or other supply source sends a bid request to a bidder.
The bid request consists thfe top-levelbid request object, at least one impression object, and may
optionally include additional objés providing impression context.

3.1 ObjectModel

Following is the objeanodelfor the bid request The toplevelobject (i.e., in JSON thennamedouter
object)is denoted aBidRequest in the model. Of its direct subordinates, onlynp is technically
required since it is fundamental to describing tinepression being sold and its requires at least one of
Banner (which may allow multiple formatsy,deo , Audio , andNative to define the type of
impression (i.e., whichever one or more the publisher is wittingccept; although a bid will be for
exactly one of those specified). An impression can optionally be subject to a private marketplace.

® BidRequest

L]

Producer Pmp 0.1

0.1 Companion

0.x 0.1 0.*

Con v DistributionChannel Deal Audio 0.7 Banner
0.1
Companion

a.*

0.1 User 0.1 Geo

0.*

Figure4: Bid Request object model.

Other subordinates to the BidRequest provide varifums of information to assist bidders in making
targeting and pricing decisions. Thi sthe ncl udes
locationof either, regulatory constraints, and the content and media in which the impression will.occur
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On the latter, there is the distinction betweesite (i.e., website) andpplication(i.e., norbrowser app
typically in mobile).The abstract class call@dstributionChannel is just a modeling concept to
indicate that a BidRequest is related to eitlae®ite or anApp, but not both (i.e., a distribution channel
is an abstraction of site and app). Both sites and apps can be further described by data about their
publisher, the contentand thec o n t producers

Not shown in the model figure is an erg@ons object. This is an object of undefined structure that can
be added to any other object to convey exchaispecific extensions to the standard. Exchanges using
these objectsare responsible fopublishing their extensions to their bidders.

The folbwing table summarizes the objects in the Bid Request model and serves as an index into the
detailed definitions in the subsections that follow.

Object Section = Description

BidRequest 3.2.1 Toplevel object.

Imp 3.2.2 Container for the description of a specific impression; at least 1 per request.
Banner 3.2.3 Details for a banner impression (incl-banner video) or video companion ad.
Video 3.24 Detailsfor a video impression.

Audio 3.25 Container for an audio impression.

Native 3.2.6 Container for a native impression conforming to thgnamic Native Ads API
Format 3.2.7 An allowed size of a banner.

Site 3.2.8 Details of the website calling for the impression.

App 3.2.9 Details of the application callingrfthe impression.

Publisher 3.2.10 Entity that controls the content of and distributes the site or app.

Content 3.2.11 Details about the published content itself, within which the ad will be shown.
Producer 3.2.12 Praducer of the content; not necessarily the publisher (e.g., syndication).
Device 3.2.13 Details of the device on which the content and impressions are displayed.
Geo 3.2.14 Location of the device or wuser’'s
User 3.215 Human useof the device; audience for advertising.

Data 3.2.16 Collection of additional user targeting data from a specific data source.
Segment 3.2.17 Specific data point about a user from a specific data source.

Regs 3.2.18 Regulatory conditionsieffect for all impressions in this bid request.

Pmp 3.2.19 Collection ofprivate marketplace (PMP) deals applicable to this impression.
Deal 3.2.20 Deal terms pertaining to this impression between a seller and buyer.

3.2 ObjectSpecifications

The subsections that follow define each of the objects in the bid request m&esieral conventions
are used throughout:

A Attributesare* r equi red” i f tetheidally breakthespeoioamin  wo u | d

Paged



OpenRTB API Specification Version 2.4 IAB Technology Lab

A Some optional attributes are denoted “recommende
A Unless a default value isexplicélyp eci f i ed, an omitted attribute is

3.2.1 Object: BiRequest

The toplevel bid request object contains a globally unique bid request ofi@uID. Thigl attribute is
required as is at least one impression objédection3.2.2. Other attributedn this toplevel object
establish rules and restrictions that apply to all impressions being offered

There are also several subordinatijects that provide detailed data to potential buyemong these
are theSite andApp objects, which describe the type of published media in which the impression(s)
appear. These objectare highly recommended, but only one applies to a given bidiestjdepending

on whether the media is browsdrased web content or a nebrowser application, respectively.

Attribute Type Description
id string; required | Unique ID of the bid request, provided by the exchange.
imp object array; Array ofimp objects(Section3.2.2 representing the
required impressions offered. At leastithp object s required.
site object Details via @®ite object (Sectior8.2.8 about t he
recommended | website. Only applicable and recommended for websites
app object; Details via n App object (SectiorB.29 about t he

recommended | app (i.e., norbrowser applications). Only applicable and
recommended for apps.

device object; Details via @evice object (Sectior8.2.13 about t
recommended | device to which the impression will be delivered.

user object; Details via aJser object (Sectior8.2.15 about the human
recommended | user of the device; the advertising audience.

test integer; Indicator of test mode in whichuctions are not billable,
default 0 where 0 slive mode, 1 = test mode.

at integer; Auctiontype, where 1 = First Price, 2 ec®ndPrice Plus
default 2 Exchangespecificauction types can be definagsing values

greater than500.
tmax integer Maximum timein milliseconds to submit a bitb avoid

timeout. This value is commonly communicateffline.

wseat stringarray Whitelist ofbuyer seatge.g., advertisers, agencies)owed to
bid on thisimpression IDs of seats and knowledge of the
buyer’s customer s t a@oosihated h
between bidders and the exchangepriori Omission implies
no seat restrictions.

allimps integer; Flag to indicatéf Exchange can verify thétte impressions
default O offered represent all of the impressions available in context
(e.g., all on the web pagall videospotssuch as prahid/post
roll) to support roadblocking 0=no or unknown 1=yes,the
impression®ffered represent althat areavailabé.

cur stringarray Array of allowed currencies for bids on this bid request usin
1ISOG4217 alpha codesRecommended only if the exchange
accepts multiple currencies
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bcat stringarray Blocked dvertisercategoriesusing the IAB content
categories Refer to Lisb.1

badv stringarray Block list of advertisers by thedomains( e . g. , “ f @

bapp stringarray Block list of applications by thgiatform-specific exchange

independent application identifiers. On Android, these shot
be bundle or package names (e.g., com.foo.mygame). On
these are numeric IDs.

regs object A Regs object (Secti@?2.18 that specifieanyindustry,legal,
or governmental regulations in force forirequest.

ext object Placeholder for exchanggpecific extensions to OpenRTB.

3.2.2 Object:Imp

This object describesan ad placementor impression being auctioned. A single bid request can include
multiple | mpobjects, a use case for which might be an exchange that supports selling all ad positions on
a given page. Eadtp object has a required ID so that bidsiaaferencethem individually.

The presencef®anner (Section3.2.3), Video (Section3.2.4), and/orNative (Section3.2.6 objects
subordinateto the Imp object indicates the type of impression being offered. The publisher can choose
one suchtype which is the typical case or mix them at their discretion. However, any given bid for the
impression must conform to one of the offered types.

Attribute Type Description

id string; required | A unique identifier for this impression within the contenét
the bid request (typically, starts with 1 and increments

banner object ABanner object(Section3.2.3); required if this impression is
offered as a banner ad opportunity.

video object AVideo object(Section3.2.4); required if this impression is
offered as a video ad opportunity.

audio object An Auli o object(Section3.2.5; required if this impression is
offered as a audioad opportunity.

native object ANative object(Section3.2.6); required if this impression is
offered as a native ad opportunity.

pmp object A Pmpobject (Section3.2.19 containing anyprivate
marketplace @alsin effect for this impression.

displaymanager string Name of ad mediation partner, SDK technology, or player
responsible for rendering ad (typically video or mobilgksed
by some ad servers ttustomize ad code by partner.
Recommended for video and/or apps.

displaymanagerver string Version of ad mediation partner, SDK technology, or player
responsible for rendering ad (typically video or mobilgksed
by some ad servers to customize ad cogephrtner.
Recommended for video and/or apps.

instl integer; 1 =the ad is interstitial or full scree® = not interstitial
default 0
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tagid string Identifier for specific ad placement or ad tag that was used
initiate the auction. This can heseful for debugging of any
issues, or for optimization by the buyer.

bidfloor float; default 0 | Minimum bidfor this impressiorexpressedn CPM.

bidfloorcur string; Qurrency specifiedising IS@4217 alphacodes This may be
def aul t | differentfrombid currency returned by bidder if this is
allowed by the exchange.

clickbrowser integer Indicates the type of browser opened upon clicking the
creative in an app, where 0 = embedded, 1 = native. Note |
the Safari View Controller in iOS 9.x deviseonsidered a
native browser for purposes of this attribute.

secure integer Flag to indicatéf the impression requires secure HTTPS UR
creative assets and markuwhere 0 = nofsecure, 1 = secure
If omitted, the secure state is unknown, but neecue HTTP
support can be assumed

iframebuster stringarray Array ofexchangespecificnamesof supported iframe busters

exp integer Advisory as to the number of seconds that may elapse
between the auction and the actual impression.

ext object Placeholder for exchanggpecific extensions to OpenRTB.

3.2.3 Object:Banner

This object represents the most general type of i
specific meaning in other contexts, here it can be many things including a simple staticamage,

expandablead unit, or evenin-bannervideo (refer to he Video object in Sectior3.2.4for the more

generalizedand full featuredvideoad unity. An array oBanner objects can also appear within the

Video to describe optional companion ads defined in the VAST specification.

The presence of eanner as asubordinateof the Imp object indicates that this impressias offered as

a bannertypeimpression At t he publ i sher’ s di sayalsobdoffenedast hat s a
video, audio, and/or native by also includinglag subordinates objects of those type$iowever, any

given bid for the impression musbnform to one of theoffered types.

Attribute Type Description

w integer; Width indevice independent pixels (DIPS)

recommended | |fnoformat objects are specified, thisan exacwidth
requirement Cherwise it is a preferred width.

h integer; Heigh in device independent pixels (DIPS)

recommended | |f noformat objects are specified, this is an exact height
requirement. Otherwise it is a preferred height.

format object array Array of format objects (Sectidh2.7) representing the
bannersizes permitted. If none are specified, then use of tk
h andwattributes is highly recommended.

wmax integer, NOTE: Deprecated in favor of themat array.
DEPRECATED | Maximum width indevice independent pixels (DIPS)
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hmax integer; NOTE: Deprecated in favor of themat array.
DEPRECATED | Maximum height irdevice independent pixels (DIPS)

wmin integer; NOTE: Deprecated in favor of fhemat array.
DEPRECATED | Minimum width indevice independent pixels (DIPS)

hmin integer; NOTE: Deprecated in favor of themat array.
DEPRECATED | Minimum height indevice independenpixels(DIPS)

id string Unique identifier for this banner object. Recommended whe

Banner objects are used with a Video object (Sect®B.4) to
represent an array of companion ads. Values usually start
and increase with each object; shoudd unique within an

impression.

btype integer array Blockedbanner adtypes. Refer to Lisb.2

battr integer array Blocked creative attributes. Refer to L5s8.

pos integer Ad position on screen. Refer to Lsst.

mimes string array Content MIME types supported?opularMIME typesmay
include”application/x - shockwave - flash "
“image/fjpg ", aimagde/gif " .

topframe integer Indicates if the banner is the top frame as opposed to an
iframe, where 0 = no, 1 = yes.

expdir integer array Directions in which the banner may expand. Refer tod.tt

api integer array List of supported API frameworks for this impression. Refe
List5.6. If an API is not explicitly listed is assumed not to be
supported

ext object Placeholder for exchanggpecific extensions to OpenRTB.

3.2.4 Object:Video

This object representan instream videdmpression.Many of the fields are noessential for minimally
viable transactions, but are included to offer fine control when needed. Video in OpenRTB generally
assumes compliance with the VAST standard. As such, the notion of companion ads is supported by
optiondly including an array &anner objects (refer to theBanner object in Sectior8.2.3 that define
these companion ads.

The presence of @ideo as a subordinate dhe Imp object indicates that this impression is offered as a
video type impression. At the publisher’s discre
banner, audio, and/or native by also includingrap subordinates objects of those typesiavever,

any given bid for the impression must conform to one of the offered types.

Attribute Type Description
mimes string array; Content MIME types supported?opularMIME typesmay
required i nclvidab/e -fswmv for Windows Media and
“video/x -flv " for Flash Video.
minduration integer; Minimum video ad duration in seconds
recommended
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maxduration integer; Maximum video ad duration in seconds
recommended
protocols integer aray; Array of supported video protocols. Referto I58 At least

recommended | one supported protocol must be spified in either the
protocol  or protocols  attribute.

protocol integer, NOTE:Deprecated in favoof protocols

DEPRECATED Supported ideo protocol. Refer to Lisb.8. At least one
supported protocol must be sgified in either theprotocol
or protocols  attribute.

w integer; Width of the video player idevice independent pixels (DIPS
recommended

h integer; Height of thevideoplayer indevice independent pixels (DIPS
recommended

startdelay integer; Indicates the start delay in seconds for gaél, mid-roll, or

recommended | postroll ad placemerg. Refer to Lisb.10for additional
generic values

linearity integer Indicatesif the impression must be linear, néinear, etc. If
none specifiedassume all are allowedRefer to Lisb.7.

skip integer Indicates if the player will allow the video to be skipped,
where 0 = no, 1 yes.
If a bidder sends markup/creative that is itself skippable, the

Bid object should include thattr  array with an element of
16 indicating skippable video. Refer to 5

skipmin integer; Videos of total duratiomgreater thanthis number of seconds
default O can be skippable; only applicable if the ad is skippable.

skipafter integer; Number of seconds a video must play before skipping is
default O enabled;only applicable if the ad is skippable.

sequence integer If multiple ad impressions are offered in the same bid reque

the sequence number will allow for the coordinatddlivery
of multiple creatives.

battr integer aray Blocked creative attributes. Refer to L5s8.

maxextended integer Maximum extended ad duration éxtension isallowed. If
blank or 0,extension is noallowed. If -1, extension is
allowed, and there is no time limit imposed. If greater than
then the value represents the number of seconds of extend
play supported beyond thmaxduration value.

minbitrate integer Minimum bit rate in Kbps.

maxbitrate integer Maximum bit rate in Kbps.

boxingallowed integer, Indicates if letterboxingof 4:3 content into a 16:9 window is
default 1 allowed, where 0 = no, 1 = yes.

playbackmethod integer aray Playback methods that may be in use. If none are specifiec

any method may be usedRefer to Lisb.9. Only one method
is typically used in practice. As a riésthis array may be
converted to an integer in a future version of the specificatic
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delivery

pos

companionad

api

companiontype

ext

integer aray

integer

object aray

integer aray

integer aray

object

IAB Technology Lab

Supported delivery methodse(g.,streaming, progresge). If
none specifiedassume all are supportedrefer to Lisb.13

Adpositionon screen. Refer to LiSt4.

Array ofBanner objects (Sectio8.2.3 if companion ads are
available

List of supported API frameworksrfthis impression. Refer tc
List5.6. If an API is not explicitly listet is assumed not to be
supported

Supported VAST companion ad types. Refer tblLi&
Recommended if companioBanner objects are included via
the companionad array.

Placeholder for exchanggpecific extensions to OpenRTB.

3.2.5 Object: Audio

This object represents an audio type impressithany of the fields are norssential for minimally
viable transactions, but are included to offer fine control when needed. Audio in OpenRTB generally
assumes compliance with the DAAST standard. Asthiechption of companion ads is supported by
optionally including an array &anner objects (refer to theBanner object in Sectior8.2.3 that define

these companino ads.

The presence of Aaudio as a subordinate of thinp object indicates thathis impression is offered as

an audiot y p e

i mpression.

banner, video,and/or native by also including asnp subordinatesobjects of those typesHowever, any
given bid for the impression must conform to one of the offered types.

Attribute

mimes

minduration

maxduration

protocols

startdelay

sequence

battr

maxextended

Type

string array;
required

integer;
recommended

integer;
recommended

integer aray;
recommended

integer;
recommended

integer

integer aray
integer

Description

Content MIME types supported (e.faudio / mp4’).
Minimum audioad duration in seconds
Maximumaudioad duration in seconds
Array of supported audio protocols. Refer to |58

Indicates the start delay in seconds for gél, mid-roll, or
postroll ad placements. Refer to LEtLQ

If multiple ad impressions are offered in the same bid reque
the sequence number will allow for the coordinated delivery
of multiple creaives.

Blocked creative attributes. Refer to L5s8.

Maximum extended ad duration éxtension isallowed. If
blank or 0,extension is not allowedIf -1, extension is
allowed, and there is no time limit imposed. If gter than 0O,
then the value represents the number of seconds of extend
play supported beyond thmaxduration value.
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minbitrate
max bitrate

delivery

companionad

api

companiontype

maxseq
feed
stitched

nvol

ext

integer
integer

integer aray

object aray

integer aray

integer aray

integer
integer

integer

integer

object

IAB Technology Lab

Minimum bit rate in Kbps.
Maximum bit rate in Kbps.

Supported delivery methods (e.g., streaming, progressive).
none specified, assume all are supported. Refer toal 1

Array ofBanner objects (Sectio.2.3 if companion ads are
available

List of supported API frameworks for this impression. Refe
List5.6. If an API is not explicitly listet is assumed not to be
supported

Supported DAAST companion ad types. Refer t&lliat
Recommended if companidBanner objects are included via
the companionad array.

The maxmum number of ads thata&n be played in an ad pod.
Type of audio feed. Refer to Listl4

Indicates if the ad is stitched with audio content or deliverec
independently where 0 = no, 1 = yes

Volume normalization mode. Refer to L3s15

Placeholder for exchanggpecific extensions to OpenRTB.

3.2.6 Object: Native

This object representa native typempression.Native ad units ar@ntended to blend seamlessly into
the surrounding content (e.g., a sponsored Twitter or Facebook post). As such, the response must be
well-structured to afford the publisher finrgrained control over rendering.

The Native Subcommittee has developed a canipn specification to OpenRTB called Byaamic
Native A& API It defines theequest parameters and response markup structure of native ad units.
This object provides the means of transporting request parameters as an opaque string so that the
specifc parameters can evolve separately under the auspices dDyimamic Native Ads APSimilarly,
the ad markup served will be structured according to that specification.

The presence of Bative as a subordinate of thinp object indicates that this impression is offered as

a native

type

i mpression. At

the publisher’s

banner, video, and/or audio by also includingrap subordinates objects of those typesiowever, ay
given bid for the impression must conform to one of the offered types.

Attribute
request

ver

api

battr

ext

Type
string; required

string;
recommended

integer aray

integer aray
object

Description

Request payload complying with the Native Ad Specificatiol

Version of theDynamic Native Ads Al whichrequest
complies; highly recommended for efficient parsing.

List of supported API frameworks for this impression. Refe
List5.6. If an API is not explicitly listet is assumed not to be
supported

Blocked creative attributes. Refer to L5s8.

Placeholder for exchanggpecific extensions to OpenRTB.
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3.2.7 Object: Format

Thisobjectrepresents an allowed size (i.e., height and width combination) for a banner impression.
These are typically used an array for an impression where multiple sizes are permitted.

Attribute Type Description

w integer; Width in device independent pixels (DIPS).
recommended

h integer; Heigh in device independent pixels (DIPS).
recommended

ext object Placeholder foexchangespecific extensions to OpenRTB.

3.2.8 Object:Site

Thisobject should be included if the ad supported contera isebsite as opposed to a ndmowser
application A bid request must not contain bothsite and anApp object. At a minimum, it$ useful
to provide a site ID or page URL, but this is not strictly required.

Attribute Type Description
id string; Exchangespecific site ID
recommended
name string Site namerpay bealiasedatthepu b |l i she)x ' s r
domain string Domainof thesite( e. g., “mysite. foo.
cat string array Array of IAB content categories of the site. Refer tod.ikt
sectioncat string array Array of IAB content categories that describe the current
section of the site. Refer to LBt
pagecat string array Array of IAB content categories that describe the current pe
or view of the site. Refer to LiStL
page string URL of the page where the impression will be shown.
ref string Referrer URL that caused navigation to the current page.
search string Search string that caused navigation to the current page.
mobile integer Indicatesif the site has been programmed to optimize layout
when viewed on mobile devices, wheres@o, 1=yes.
privacypolicy integer Indicates if the site has a privacy policy, where 0 = no, 1 =
publisher object Details about the Publisher (Secti8r2.10 of the site.
content object Details about the Content (Secti@?2.11) within the site.
keywords string Comma separated list of keywordbout the site
ext object Placeholder for exchanggpecific extensions to OpenRTB.
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3.2.9 Object:App

Thisobject should be included if the ad supported content r©oa-browserapplication(typically in
mobile)as opposed to avebsite. A bid request must not contain both &sp and aSite object. At a
minimum, it 5 usdul to provide an App ID diundle but this is not strictly required.

Attribute Type Description
id string; Exchangespecific app 1D
recommended
name string App nameipay bealiasedatthepu bl i she) ' s r
bundle string A platformspecific application identifientended to be

unique to the app and independent of the exchange. On
Android, this should be a bundle or package name (e.g.,
com.foo.mygame). On iOS, it is a numeric ID.

domain string Domainoftheapp (e. g. , “mygame. f

storeurl string App store URL for an installed app; G2.1 compliance.

cat string array Array of IAB content categories of the app. Refer tod.ist

sectioncat string aray Array of IAB content categories that describe the current
section of the app. Refer to LBt

pagecat string array Array of IAB content categories that describe the current pe
or view of the app. Refer to LiStL

ver string Application version.

privacypolicy integer Indicates ithe app has a privacy policwhere 0 = no, 1 = yes

paid integer 0 = app is free, 1 = the app is a paid version.

publisher object Details about the Publisher (Sectidr2.10 of the app.

content object Details about the Content (Secti@?2.11) within the app.

keywords string Comma separated list of keywordbout the app

ext object Placeholder foexchangespecific extensions to OpenRTB.

3.2.10 Object: Publisher

This objectescribes the publisher of the media in which the ad will be displayée publisher is
typically the seller in an OpenRTB transaction.

Attribute Type Description

id string Exchangespecific publisher 1D

name string Publisher namenfay bealiasedatthep u bl i she) ' s

cat string array Array of IAB content categories that describe the publisher.
Refer to Lisb.1.

domain string Highest level domaiofthep u b | i s h ablishg re.. gga

ext object Placeholder foexchangespecificextensions to OpenRTB.

Pagel8



OpenRTB API Specification Version 2.4

3.2.11 Object: Content

IAB Technology Lab

This object describes the content in which the impression will appelaich maybe syndtated or non

syndicated content This object may be usefwlhensyndicated content contains impressions and does
not necessarily

mat c h

the publisher’s

knowledge of the page where the content is running, as alresuhe syndicatiormethod. ©r
examplemight be a video impressicambedded in an iframe on amknown web property or device.

Attribute
id
episode
title

series

season
artist
genre
album

isrc

producer
url

cat

prodg
videoquality

context
contentrating
userrating
gagmediarating
keywords
livestream
sourcerelationship

len

Type
string
integer

string

string

string
string
string
string

string

object
string

stringarray

integer

integer;
DEPRECATED
integer

string

string

integer

string

integer

integer

integer

Description

ID uniquely identifying the content

Episode number.

Gontent title.

VideoExamples Sear ch Committee” (
Hope” (movie), or “Endgame’
NonVideoExample:* Why an Antarctic
Quickly”™ (Ti me magazine ar.
Content series

VideoExamples? The Office” (televi
orAr“by * N’ The Chief” (made

NonVideoExample:“ Ec o ¢ e n t Mdgazihe b{og)i me

Cot ent season (e.g., “Seaso
Artist credited with the content.

Genre that best describes the contemtd., rock, pop, etc)
Album to which the content belongs; typically for audio.

International Standard Recording Code conformingSo
3901

Details about the conterroducer (Section3.2.12.
URL of the content, for buside contextualization or review

Array of IAB content categories that describe the content
producer. Refer to Li&.1

Production quality. Refer to LiSt11

Note: Deprecated in favor pfodq .
Video quality. Refer to Li5st11

Type of content (game, video, text, etc.). Refer toL.is6.
Content rating (e.g., MPAA).

User rating of the content (e.g., number of stars, likes, etc.)
Media rating pedlQGguidelines. Refer to LiSt17.

Comma separated list of keywordsescribing the content.

0 = not live, 1 = content is lie.g., stream, live blog).

0 = indirect, 1 = direct.

Length of content in seconds; appropriate for video or audic
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language string Content language using 1S839-1-alpha-2.

embeddable integer Indicator of whetherr not the content is embeddable (e.g.,
an embeddable video player), where 0 = no, 1 = yes.

data object array Additional content data. Eadbata object (Sectior8.2.16
represents a different data source.

ext object Placeholder for exchanggpecific extensions to OpenRTB.

3.2.12 Object: Producer

This object defines the producer of the content in which the ad will be shown. This is partiaa&tly
whenthe content is syndicated and mée distributed throughdifferent publishes and thus when the
producer and publisher are not necessarily gzne entity.

Attribute Type Description

id string Content producer or origator ID. Useful if content is
syndicated and may be posted on a site using embed tags.

name string Contentproducer or orignator name(e.g.,“ War nej). B

cat string array Array of IAB content categories that describe the content
producer. Referto Li&.1.

domain string Highest level domainf the content produce(e.g.,
“prodecoer )

ext object Placeholder foexchangespecificextensions to OpenRTB.

3.2.13 Object: Device

This object provides information pertaining to the devit@ough which the user is interacting. Device
information includests hardware, platform, location, and carridata. The device can refer to a mobile

handset, a desktop computer, set top hax other digital device.

Attribute Type Description

ua string; Browser user agent string.
recommended

geo object; Location of the device ass!
recommended | location defined by &eo object (Sectior8.2.14).

dnt integer; St a n daMotTratK flagas set in the header by the
recommended | browser, where 0 = tracking isnrestricted 1 =do not track

Imt integer; “Li mit A adgigndl commetcially gridorsed (e.g., iOS,
recommended | Android) where O = tracking isnrestricted 1 =tracking must

be limited percommercial guidelines

ip string; IPv4addressclosest to device.
recommended

ipv6 string IP addresslosest to device a®v6.

devicetype integer The general type of device. Refer to Gist9.

make string Device make (e.g., “Appl e”;
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model string Device model (e.g., “iPhont

0s string Device operating system (e.

osv string Device operating system version (9.3 . 1. 2" ) .

hwv string Hardware version of the de)

h integer Physicalheightof the screen in pixels

w integer Physical width of the screen in pixels

ppi integer Screen size as pixels per linear inch.

pxratio float Theratio of physical pixels to device independent pixels

is integer Support for JavaScript, where 0 = no, 1 = yes.

geofetch integer Indicates if the geolocation API will be available to JavaScri
code running in the banner, where 0 = no, 1 = yes.

flashver string Version of Flash supported by the browser.

language string Browser language using I1$39-1-alpha2.

carrier string Carrier or | SP (e.g., ihndbiRI
to indicate high bandwidth (e.g., video friendly vs. cellular)

connectiontype integer Network connection type. Refer to L&R0

ifa string ID sanctioned for advertiser use in the clear (i.e., not hashe

didshal string Hardware device ID (e.g., IMEI); hashed via SHA1L.

didmd5 string Hardware device ID (e.dMEI); hashed via MD5.

dpidshal string Platform device ID (e.g., Android ID); hashed via SHAL.

dpidmd5 string Platform device ID (e.g., Android ID); hashed via MD5.

macshal string MAC address of the devickashed via SHA1

macmd5 string MAC address dhe device hashed via MD5

ext object Placeholder foexchangespecificextensions to OpenRTB.

BESTPRACTICEThere are currently no prominent open source lists for device makes, models, operaJting
systems, or carriers. Exchanges typically use commercial products or other proprietary lists for these
attributes. Until suitable open standards are available, exgbarare highly encouraged to publish lists
of their device make, model, operating system, and carrier values to bidders.

BeEsTPRACTICEProper device IP detection in mobile is not straightforward. Typically it involves star
at the left of thex- forwa rded - for header, skipping private carrier networks (el@.x.x.x  or

192.x.x.x ), and possibly scanning for known carrier IP ranges. Exchanges are urged to research and
implement this feature carefully when presenting device IP values to bidders.

ng

3.2.14 Object:Geo

This object encapsulates various methods for specifying a geographic location. When subordinate to a

Device obj ect , it indicates the | ocation of the devic
location. When subordinate todser objed it indicates the |l ocation of
necessarily their current location).
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Thelat /lon attributes should only be passed if they conform to the accuracy depicted ityghe
attribute. For example, the centroid of a geograpi@igion such as postal code should not be passed.

Attribute
lat

lon

type

accuracy

lastfix

ipservice

country
region

regionfips104
metro

city

Zip

utcoffset

ext

Type
float
float

integer

integer

integer

integer

string
string

string
string
string

string
integer

object

Description

Latitude from-90.0 to +90.0, where negative is south.
Longitude from180.0 to +180.0, where negative is west.

Source of location data; recommended when passing
lat /lon . Referto Lis5.18

Estimated location accuracy in meters; recommended wher
lat/lonar e specified and deri ve
services (i.e., type = 1). Note that this is the accuracy as
reported from the device. Consult OS specific documentati
(e.g., Android, iOS) for exact interpretation.

Number of secondsince this geolocation fix was establishec
Note that devices may cache location data across multiple
fetches. Ideally, this value should be from the time the actL
fix was taken.

Service or provider used to determine geolocation fridtn
address if applicable (i.e., type = 2). Refer tod.&tL

Country code using IS&166-1-alpha3.
Region code using03166-2; 2letter state code if USA.

Region of a country using FIPS418otation. While OpenRTB
supports this attribute, it has been withdrawn by NIST in 20

Google metro code; similar to but not exactly NielfWAs.
SeeAppendix Aor a link to the codes.

City usindJnited NationgCode for Trad& Transport
Locations SeeAppendix Aor a link to the codes.

Zip or postal code.
Local time as theaumber+/- of minutes from UTC.
Placeholder foexchangespecificextensions tadOpenRTB.

3.2.15 Object:User

This object contains information known or derived about the human user of the dduiEethe
audience for advertising)The userid is an exchange artifaeind may be subject to rotatioor other
privacypolicies However, this user ID must be stable long enough to serve reasonahby laasis for
frequency capping and retargeting.

Attribute
id

buyer uid

yob

Type

string;
recommended

string;
recommended

integer

Description

Exchangespecific ID for the userAt least one ofd or
buyer ui d is recommended.

Buyerspecific ID for the user as mapped by the exchange fi
the buyer. At least one dfuyer uid orid is recommended.

Year of birth as a-digit integer.
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gender string Gender, wher“eF" M f=e maalee, *
other (i.e., omitted is unknown).

keywords string Comma separated list of keywordsterests, or intent

customdata string Optional feature to pass bidder data that was set in the

exchange’ s cooKki imbase85chokie safe 1
characters and be in any format. Proper JSON encoding m

be used to include escape!
geo object Location of t hdefineddbgaseoabjedi o m¢
(Section3.2.14. This is not necessarily their current locatior
data object array Additional user data. Eadbata object (Sectior8.2.16
represents a different data source.
ext object Placeholder foexchangespecificextensions to OpenRTB.

3.2.16 Object: Data

The data and segment objects together alladditionaldata about the user to bepecified This data
may be from multiple sourceshether fromthe exchange itselfr third party providers as specified by
theid field. A bid request can mix data objects from multiple providdise specific data providens i
use should be published by the exchamgeriorito its bidders.

Attribute Type Description

id string Exchangespecific ID for the data provider.

name string Exchangespecific name for the data provider.

segment object array Array ofSegment (Section3.2.17) objects that contain the
actual data values.

ext object Placeholder foexchangespecificextensions to OpenRTB.

3.2.17 Object: Segment

Segment objects are essentially keglue pairdhat convey specific units ofata about the user The
parentData object is a collection of such values from a given data provitlee specific segment
names and value options must be published by the exchangorito its bidders.

Attribute Type Description

id ‘ string ‘ ID of the data segment specific to tdata provider

name string Name of the data segment specific to the datavider.
value string String representation of the data segment value.

ext object Placeholder foexchangespecificextensions to OpenRTB.

3.2.18 Object:Reg

Thisobject contains any legal, governmentat industry regulations thaapply to the request The
coppa flag signalsvhether or not the request falls undéine United Stated-ederallrade Commissions
regulations for the United StateSh i | dr en’ s Onl i ne Pri.wacy Protecti on
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Attribute Type Description

coppa integer Flag indicating if this request subject tahe COPPA
regulations established by the USA FTC, where 0 = no, 1 =
Refer to Sectiof.5for more information.

ext ‘ object ‘ Placeholder foexchangespecificextensions to OpenRTB.

3.2.19 Object: Pmp

This object is the private marketplace container for direct deals between buyers and sellers that may
pertain to this impressionThe actual deals are represented as a collectiobeal objects. Refer to
Section7.3for more details.

Attribute Type Description
private_auction integer; Indicator of auction eligibilityo seats nared in the Direct
defaultO Deals object, where 0 = all bids are acceptedpids are
restricted to the deals spEfied and the terms thereof.
deals object array Array ofDeal (Section3.2.20 objects that convey the specific
deals applicable to this impression.
ext object Placeholder foexchangespecificextensions to OpenRTB.

3.2.20 Object: Deal

Thisobject constitutes apecificdealthat wasstrucka prioribetween a buyer and a selletts presence
with the Pmpcollectionindicates that this impression is available under the terms of that.dReafer to

Section7.3for more details.

Attribute Type Description

id string; required | A unique identifier for thedirectdeal.

bidfloor float; default 0 | Minimum bidfor this impressiorexpressedn CPM.

bidfloorcur string; Qurrency specifiedising IS@217 alphacodes This may be

def aul t | differentfrom bid currency returned by bidder if this is

allowed by the exchange.

at integer Optional override of theverall auction type of théid
request, wherel = First Price2 = ®condPrice Plus,3 =the
valuepassedn bidfloor  isthe agreed upon deal price.
Additional auction types can be definbg the exchange

wseat string array Whitelist ofbuyer seatge.g., advertisers, agencies)owed to
bidonthisdeal | Ds of seats and knt¢
customers to which they refer must be coordinated betweer
bidders and the exchangepriori Omission implies no seat
restrictions.

wadomain string array Array ofadvertiser domainge.g., advertiser.comgllowed to
bid on thisdeal Omission implies no advertiser restrictions.

ext object Placeholder foexchangespecificextensions to OpenRTB.
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4. Bid Responsespecification

RTB responses contain bids that reference spéunificessions within a bid request. Bids are in essence

an offer to buy.The bid response consists of the tgvel bid response object and optional objects that

depict the specific bids. An empty HTTP respaosistitutes a nebid and is in fact the mostandwidth
friendly form of thissignad | t hough returninid reaponseA wi ehcautft |
malformed response or a response that contains no actual bidsiadlbe interpreted as rbid.

4.1 ObjectModel

Following is the object model foine bid response. The tdpvel object (i.e., in JSON the unnamed

outer object) is denoted aBidRe sponse in the model. A bid response may contain bids from multiple
“seats (i .e., the buying entity upstream from th
multiple bids from the same seat; typically but not necessarily from different campaignscamhis

i mprove the seat’'s chances of winning since most
their publishers.

BidResponse 0.* Response to this Request ~ | BidRequest

D *
SeatBid
1.* 1.*
Bid 0.* Bid for this Impression Imp 0.1 Pmp
-
0.x
Bid under the terms of this Deal

Figureb: Bid Response object model.

Referring to the figure, the actual response objects are shown enetf, specifically th@idResponse

top level object the seat specif@eatBid collections oBid objects. The other objects shown are
those objects from the bid request to which response objects related. SpecifigidRgsponse

includes theBidRe quest ID for positive tracking purposes, and since a request can include multiple
impressiondid includes the ID of thémp for which the bid is an offer to purchase. If a bid is made
under the terms of a private marketplace deal, Bid also includes thell of the specifiDeal object.

Not shown in the model figure is an extensions object. This is an object of undefined structure that can
be added to any other object to conveidder-specific extensions to the standar8iddess using these
objects are responsible for publishing their extensions to terghangs.
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The following table summarizes the objects in the BiggRasemodel and serves as an index into the
detailed definitions in the subsections that follow.

Object Sectbn | Description

BidResponse ‘ 421 ‘ Toplevel object.

SeatBid ‘ 4.2.2 ‘ Collection of bids made by the bidder on behalf of a specific seat.
Bid ‘ 4.2.3 ‘ An offer to buy agecific impression under certain business terms.

4.2 ObjectSpecifications

The subsections that follow define each of the objects in the bid response model. Several conventions
are used throughout:

A Attributes are *“r eq uiechmcdlly bréak thetpfotecolr omi ssi on woul

A Some optional attributes are denoted “recommend e
A Unless a default value is explicitly specified,

4.2.1 Object: BidResponse

This object is theéop-level bid response obje¢t.e., the unnamed outer JISON objecTlheid attribute

is a reflection of the bid request ID flmgging purposes. Similarhidid is an optional response
tracking ID for bidders. If specified, it canibeluded in the subsequent win notice calihié bidder
wins. At least oneeatbid object is required, which contains ast onebid for animpression. Other
attributes are optional.

To expr-bsd”a the options ar e itiHITPr2@4t Alternately ihthee mpt y r
bidder wishes to convey to the exchange a reason for not bidding, pisR&sponse object is
returned with a reason code in thebr attribute.

Attribute Type Description
id string; required | ID of the bid request tavhich this is a response.
seatbid object array Array of seatbid objects; 1+ required if a bid is to be made.
bidid string Bidder generated response ID to assist with logging/trackin
cur string; Bid currency using 1S€217 alpha codes.
default
customdata string Optional feature to allow a bidder to set data in the
exchange’' s cooki e. The st
characters and be in any format. Proper JSON encoding m
be used to include “escapet
nbr integer Reasn for not bidding. Refer to List22
ext object Placeholder for biddespecific extensions to OpenRTB.
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4.2.2 Object: ®atBid

A bidresponse can contain multipkeeat Bid objects, each on behalf of a different bidder seatl each
containing one or more individual bidd multiple impressions are presented in the request, gheup

attribute can be used to specify if a seat is willing to accept any impressions that it can win (default) or if
it is only interested in wining any if it can win them adls a group

Attribute Type Description

bid object array; Array of 14Bid objects(Sectior4.2.3 each related to an
required impression. Multiple bids can relate to the same impressiol

seat string ID of thebuyer seaf(e.g., advertiser, agencgh whose behalf

this bid is made.

group integer, 0 = impressions can be won individually; 1 = impressions
default 0 be won or lost as a group.

ext object Placeholder for biddespecific extensions to OpenRTB.

4.2.3 Object:Bid

ASeatBid object contains one or more Bid objects, each of which relates to a specific impression in the
bid request via thémpid attribute and constitutes an offer to buy that impression for a gigeoe

Attribute Type Description

id string; required | Biddergenerated bid ID to assist with logging/tracking.
impid string; required | ID of thelmp object in therelatedbid request

price float; required Bid priceexpressed as CPM although the actual transaction

for a unit impression only. Note that while tipe indicates
float, integer math is highly recommended when handling
currencies (e.g., BigDecimal in Java).

adid string IDof a preloadedad to be served if the bid wins.

nurl string Win notice URL called by the exchange if the bid \{rios
necessarily indicative of a delivered, viewed, or billable ad)
optional means of serving ad markup.

adm string Optional means of conveying ad markup in case the bid wir
supersedes the win notice if markup is included in both.

adomain stringarray Advertiser domain for blocl
This can be an array of for the case of rotating creatives.
Exchanges can mandate that only one domain is allowed.

bundle string A platformspecific application identifientended tobe
unique to the app and independent of the exchange. On
Android, this should be a bundle or package name (e.g.,
com.foo.mygame). On iOS, it is a numeric ID.

iurl string URL without cachbusting to an image that is representative
of the content of thecampaign for ad quality/safety checking

cid string Campaign ID to assist with ad quality checking; the collectic
of creatives for whiclurl  should be representative.
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crid string Creative ID to assist with ad quality checking.

cat stringarray IAB content categoriesf the creative. Refer to LiSt1

attr integer array Set of attributes describing the creative. Refetiti5.3.

api integer API required by the markup if applicabl®efer to Lis5.6.

protocol integer Video response protocol of the markup if applicabRefer to
List5.8.

gagmediarating integer Creative media rating per IQG guidelines. Refer tabL1st

dealid string Reference to theleal.id from the bid request if this bid
pertains to a private marketplace direct deal.

w integer Width of the creative irdevice independent pixels (DIPS)

h integer Height of the creative idevice independent pixels (DIPS)

exp integer Advisory as to the number of second®thidder is willing to

wait between the auction and the actual impression.

ext object Placeholder for biddespecific extensions to OpenRTB.

For each bid, theurl attribute contains the win notice URL. If the bidder wins the impression, the
exchange calls this notice URL to inform the bidder of the win and to convey certain information using
substitution macros (see 8éon 4.4) such as the clearing price. The win notice return oratire

attribute can be used to serve markup (see Sedli@). In either case, the exchange will also apply the
aforementioned substitution to any macros found in the markup.

BESTPRACTICEThe essential function of the win notice is to inform a bidder that they won an auction. It
does not necessarily imply ad delivery, creative viewability, or billability. Exchanges are highly
encouraged to publisto their bidderstheir event triggersbilling policies and any other meaning they
attach to the win notice Also, please refer to Sectigh2 for additional guidance on expirations.

Several other atthutesare used for ad quality checks or enforcing publisher restrictions. These include
the advertiser domain viadomain , a noncachebusted URL to an image representative of the content

of the campaign viarl , an ID of the campaign and of the creative within the campaigoidiaand

crid respectivdy, an array of creativattribute viaattr , and the dimensions viaandw. If the bid

pertains to a private marketplace deal, tHealid attribute is used to refeence that agreement from

the bid request.

4.3 Ad Serving Options

The fulfilment of an RTB transaction within the scope of this OpenRTB specification lies in the delivery of
markup. Depending on the impression and other ad type constraints, this markup cARBDML,
HTML5XHTMLlor HTML5with embedded JavaScript, a VAST document for video, a Native ad unit
structure, and potentially other formats the future.

The OpenRTB specification does not require any processing of the ad markup by the exchange other
than macro substitution (refer to Sectiagh4) and delivery to the supplside. There are, however,

multiple standard methods for transferring markup from the bidtethe exchange. The method used

is at the discretion of the bidder, but an OpenRTB compliant exchange is expected to support all
methods as defined in the subsections that follow.
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4.3.1 Markup Served on the Win Notice

In thismethod, ad markupis returnedto the exchange is via the win notice. In this case, the response
body of the win otice call (i.e., invoking thigid. nurl attribute) contains the ad markup and only the
ad markup; there must be no other structured data in the respdosdy. Using this method, the

bid. admattribute must be omitted.

4.3.2 Markup Served in the Bid

In thismethod, ad markupis returned directlyin the bid itself. This is accomplished via biteadm
attribute. If both theadmattribute and wn notice returndata, theadmcontentswill take precedence.

4.3.3 Comparison of Ad Servirgpproaches

Each of the ad serving methods has its own advantages that may be of varying importance to either the
exchange or the bidder.

Ad Served on the Win Notice

A Reduced Bandwidth 6s: Serving ad markup only upon winning can save large amounts of
bandwidth usage, the costs for which damlarge at high volumes when sending multiple bids
per bid response

A Additional Bidder FlexibilityBidders may typically know the ad theylwgirve at the time of bid, but
this provides an additional optional decision point after thearingprice has been established.

Ad Served in the Bid

A Reduced Risk of Forfeitura:forfeit is the scenario in which a bidder wins, but forfeits due tofailu
to servethe admarkup Tte risk of an additional HTTP failye=g.,calling thewin notice) is
mitigated bythis method

A Potential ConcurrencyThe exchange can choose to return that ad markup and call the win notice
concurrently, thereby improving user experience.

4.4 Substitution Macros

The win notice URL and its format are defined by the bidder. In order for the exchange to convey
certain information to the winning bidder (e.qg., thelearingprice), a number of substitution macros can

be inserted into the win notice URL definition. Prior to calling a win notice URL, the exchange will search
the specified URL for any of the defined macros anth@pthem with the appropriate data. Note that

the substitution is simple in the sense that wherever a legal macro is found, it will be replaced without
regard for syntax correctness. Furthermore, if the source value is an optional parameter that was not
specified, the macro will simply be removed (i.e., replaced with aleegth string).

These same substitution macros can also be placed in the ad markup. The exchange will perform the
same data substitutions as in the win notice URL. This occurgdot@se of whether the markup is
returned on he win notice or passed in thed.a dmattribute of the bid response. A use case for
macros in the ad markup might be when a bidgegfers to receive its official win notificatidrom the
device itself. Taccomplish this, the bidder would include a tracking pixel in the ad matkepJRL for
which would include any of the available macros.
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${AUCTION_ID} ID of the bid request; fromBidRequest. id attribute.
${AUCTION_BID_ID} ID of the bid; fronmBidRe sponse . bid id attribute.

${AUCTION_IMP_ID} ID of the impression just won; froimp. id attribute.

${AUCTION_SEAT ID} ID of the bidder seat for whom the bid was made.
${AUCTION_AD_ID} ID of the ad markup th bidder wishes to servétom bid. adid attribute.
${AUCTION_PRICE} Settlement price using the same currency and units as the bid.
${AUCTION_CURRENCY} The currency used in the bid (explicit or implied); for confirmation only.

Prior to substitution, macro data values canéseoded for security purposes using various obfuscation
or encryption algorithms. This may be of particular interest for use cases such as the foregoing where
price information is carried beyond the exchange, through the publisher, and into the devigedrroia

a tracking pixel in the markup.

To specify that a particulXr snhaocurlod ibse taop pbeen deendc otdo
name, where X is a string that indicates the algorithm to be used. Algorithms choices are not defined by

this speificationandmust be mutually agreed upon between exchange and bidder. As an example,

suppose that the price macroistokacodedu si ng Base64 aped .t halthei tnsa ccrood e
would then be written as follows:

${AUCTION_PRICE:B64}

BEsTPRACTICEENcoding of macro data should be used sparingly due to the additional processing
overhead. For communications strictly between exchange and bidder (e.g., a win notice called from the
exchange), encoding is generallynsideredunnecessary.

Page30



OpenRTB API Specification Version 2.4 IAB Technology Lab

5. Enunerated ListsSpecification

All reference lists are actively madihed by the IAB on the OpenRWBbsite. As such, implementers
should ensure they are working from the latest lists and enumerations

5.1 ContentCategories

The following list represents thHé&Bs contextual taxonomy for categorizatioStandard IDs have been
adopted to easily support the communication of primary and secondary categories for various objects
This OpenRTB table has values derived from thé& &&B Lab Content Taxonomigracttioners should

keep in synevith updates as published amww.iab.com

Value Description

IAB1 Arts & Entertainment
IAB1-1 Books & Literature
IAB1 - 2 Celebrity Fan/Gossip
IAB1 -3 Fine Art

IAB1 -4 Humor

IAB1-5 Movies

IAB1 - 6 Music

IAB1 -7 Television

IAB2 Automotive

IAB2 - 1 Auto Parts

IAB2 - 2 Auto Repair

IAB2 - 3 Buying/Selling Cars
IAB2 - 4 Car Culture

IAB2 - 5 Certified PreOwned
IAB2 - 6 Convertible

IAB2 - 7 Coupe

IAB2 - 8 Crossover

IAB2 -9 Diesel

IAB2 - 10 Electric Vehicle

IAB2 - 11 Hatchback

IAB2 - 12 Hybrid

IAB2 - 13 Luxury

IAB2 - 14 Minivan

IAB2 - 15 Motorcycles

IAB2 - 16 Off-Road Vehicles
IAB2 - 17 Performance Vehicles
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IAB2 - 18
IAB2 - 19
IAB2 - 20
IAB2 - 21
IAB2 - 22
IAB2 - 23
IAB3

IAB3 -1
IAB3 - 2
IAB3 - 3
IAB3 - 4
IAB3 -5
IAB3 - 6
IAB3 - 7
IAB3 - 8
IAB3 -9
IAB3 - 10
IAB3 - 11
IAB3 - 12
IAB4

IAB4 - 1
IAB4 - 2
IAB4 - 3
IAB4 - 4
IAB4 - 5
IAB4 - 6
IAB4 - 7
IAB4 - 8
IAB4 - 9
IAB4 - 10
IAB4 - 11
IABS

IAB5 - 1
IAB5 - 2
IABS - 3
IABS - 4
IABS - 5

Pickup

RoadSide Assistance
Sedan

Trucks & Accessories
VintageCars

Wagon

Business

Advertising
Agriculture
Biotech/Biomedical
Business Software
Construction
Forestry

Government

Green Solutions
Human Resources
Logistics

Marketing

Metals

Careers

Career Planning
College

Financial Aid

Job Fairs

Job Search

Resume Writing/Advice
Nursing

Scholarships
Telecommuting

U.S Military

Career Advice
Education

7-12 Education

Adult Education

Art History

College Administration

College Life

IAB Technology Lab
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IAB5 - 6
IABS - 7
IABS - 8
IAB5 -9
IAB5 - 10
IABS - 11
IABS - 12
IAB5 - 13
IABS - 14
IABS - 15
IAB6

IABG6 - 1
IABG - 2
IAB6 - 3
IABG - 4
IABG - 5
IABG6 - 6
IABG6 - 7
IABG - 8
IAB6 - 9
IAB7

IAB7 - 1
IAB7 - 2
IAB7 - 3
IAB7 - 4
IAB7 - 5
IAB7 - 6
IAB7 - 7
IAB7 - 8
IAB7 -9
IAB7 - 10
IAB7 - 11
IAB7 - 12
IAB7 - 13
IAB7 - 14
IAB7 - 15
IAB7 - 16

Distance Learning
English as a 2nd Language
Language Learning
Graduate School
Homeschooling
Homework/Study Tips
K-6 Educators
Private School
Special Education
Studying Business
Family & Parenting
Adoption

Babies & Toddlers
Daycare/Pre School
Family Internet
Parenting- K-6 Kids
Parenting teens
Pregnancy

Special Needs Kids
Eldercare

Health & Fitness
Exercise

ADD

AIDS/HIV

Allergies

Alternative Medicine
Arthritis

Asthma
Autism/PDD

Bipolar Disorder
Brain Tumor
Cancer

Cholesterol

Chronic Fatigue Syndrome
Chronic Pain

Cold & Flu

Deafness

IAB Technology Lab

Page33



OpenRTB API Specification Version 2.4

IAB7 - 17
IAB7 - 18
IAB7 - 19
IAB7 - 20
IAB7 - 21
IAB7 - 22
IAB7 - 23
IAB7 - 24
IAB7 - 25
IAB7 - 26
IAB7 - 27
IAB7 - 28
IAB7 - 29
IAB7 - 30
IAB7 - 31
IAB7 - 32
IAB7 - 33
IAB7 - 34
IAB7 - 35
IAB7 - 36
IAB7 - 37
IAB7 - 38
IAB7 - 39
IAB7 - 40
IAB7 - 41
IAB7 - 42
IAB7 - 43
IAB7 - 44
IAB7 - 45
IAB8

IAB8 - 1
IAB8 - 2
IAB8 - 3
IABS - 4
IAB8 - 5
IAB8 - 6
IAB8 - 7

Dental Care
Depression
Dermatology
Diabetes

Epilepsy

GERD/Acid Reflux
Headaches/Migraines
Heart Disease

Herbs for Health
Holistic Healing
IBS/Crohis Disease
Incest/Abuse Support
Incontinence
Infertility

Men's Health
Nutrition

Orthopedics
Panic/Anxiety Disorders
Pediatrics

Physical Therapy
Psychology/Psychiatry
Serior Health
Sexuality

Sleep Disorders
Smoking Cessation
Substance Abuse
Thyroid Disease
Weight Loss
Women's Health
Food & Drink
American Cuisine
Barbecues & Grilling
Cajun/Creole
Chinese Cuisine
Cocktails/Beer
Coffee/Tea

CuisineSpecific

IAB Technology Lab
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IAB8 - 8
IAB8 - 9
IAB8 - 10
IABS8 - 11
IAB8 - 12
IABS - 13
IAB8 - 14
IABS - 15
IAB8 - 16
IABS8 - 17
IABS - 18
IAB9

IAB9 - 1
IAB9 - 2
IAB9 - 3
IAB9 - 4
IAB9 - 5
IAB9 - 6
IAB9 - 7
IAB9 - 8
IAB9 -9
IAB9 - 10
IAB9 - 11
IAB9 - 12
IAB9 - 13
IAB9 - 14
IAB9 - 15
IAB9 - 16
IAB9 - 17
IAB9 - 18
IAB9 - 19
IAB9 - 20
IAB9 - 21
IAB9 - 22
IAB9 - 23
IAB9 - 24
IAB9 - 25

Desserts & Baking
Dining Out

Food Allergies
French Cuisine

Health/LowFat Cooking

Italian Cuisine
Japanese Cuisine
Mexican Cuisine
Vegan
Vegetarian

Wine

Hobbies & Interests
Art/Technology
Arts & Crafts
Beadwork
Bird-Watching

Board Games/Puzzles

Candle & Soap Making

Card Games
Chess

Cigars

Collecting

Comic Books
Drawing/Sketching
Freelance Writing
Genealogy
Getting Published
Guitar

Home Recording
Investors & Patents
Jewelry Making
Magic & Illusion
Needlework
Painting
Photography
Radio

Roleplaying Games

IAB Technology Lab

Page35



OpenRTB API Specification Version 2.4

IAB9 - 26
IAB9 - 27
IAB9 - 28
IAB9 - 29
IAB9 - 30
IAB9 - 31
IAB10

IAB10 - 1
IAB10 - 2
IAB10 - 3
IAB10 - 4
IAB10 - 5
IAB10 - 6
IAB10 - 7
IAB10 - 8
IAB10 -9
IAB11

IAB11 -1
IAB11 - 2
IAB11 - 3
IAB11 -4
IAB11 -5
IAB12

IAB12 - 1
IAB12 - 2
IAB12 - 3
IAB13

IAB13 -1
IAB13 - 2
IAB13 - 3
IAB13 - 4
IAB13 - 5
IAB13 - 6
IAB13 -7
IAB13 - 8
IAB13 -9
IAB13 - 10

SciFi & Fantasy
Scrapbooking
Screenwriting

Stamps & Coins

Video & Computer Games
Woodworking

Home & Garden
Appliances

Entertaining

Environmental Safety
Gardening

Home Repair

Home Theater

Interior Decorating
Landscaping

Remodeling & Construction
Law, Government& Politics
Immigration

Legal Issues

U.S. Government Resources

Politics
Commentary

News
InternationalNews
National News
Local News
Personal Finance
Beginning Investing
Credit/Debt & Loans
Financial News
Financial Planning
Hedge Fund
Insurance

Investing

Mutual Funds
Options

Retirement Planning

IAB Technology Lab
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IAB13 - 11
IAB13 - 12
IAB14
IAB14 - 1
IAB14 - 2
IAB14 - 3
IAB14 - 4
IAB14 - 5
IAB14 - 6
IAB14 -7
IAB14 - 8
IAB15
IAB15 -1
IAB15 - 2
IAB15 - 3
IAB15 - 4
IAB15 - 5
IAB15 - 6
IAB15 -7
IAB15 - 8
IAB15 -9
IAB15 - 10
IAB16
IAB16 - 1
IAB16 - 2
IAB16 - 3
IAB16 - 4
IAB16 - 5
IAB16 - 6
IAB16 - 7
IAB17
IAB17 - 1
IAB17 - 2
IAB17 - 3
IAB17 - 4
IAB17 - 5
IAB17 - 6

Stocks

Tax Planning
Society

Dating

Divorce Support
Gay Life
Marriage

Senior Living
Teens
Weddings
EthnicSpecific
Science
Astrology
Biology
Chemistry
Geology
Paranormal Phenomena
Physics
Space/Astronomy
Geography
Botany
Weather

Pets

Aquariums
Birds

Cats

Dogs

Large Animals
Reptiles
Veterinary Medicine
Sports

Auto Racing
Baseball
Bicycling
Bodybuilding
Boxing

Canoeing/Kayaking

IAB Technology Lab
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IAB17 - 7

IAB17 - 8

IAB17 -9

IAB17 - 10
IAB17 - 11
IAB17 - 12
IAB17 - 13
IAB17 - 14
IAB17 - 15
IAB17 - 16
IAB17 - 17
IAB17 - 18
IAB17 - 19
IAB17 - 20
IAB17 - 21
IAB17 - 22
IAB17 - 23
IAB17 - 24
IAB17 - 25
IAB17 - 26
IAB17 - 27
IAB17 - 28
IAB17 - 29
IAB17 - 30
IAB17 - 31
IAB17 - 32
IAB17 - 33
IAB17 - 34
IAB17 - 35
IAB17 - 36
IAB17 - 37
IAB17 - 38
IAB17 - 39
IAB17 - 40
IAB17 - 41
IAB17 - 42
IAB17 - 43

Cheerleading
Climbing

Cricket

Figure Skating

Fly Fishing

Football

Freshwater Fishing
Game & Fish

Golf

Horse Racing
Horses
Hunting/Shooting
Inline Skating

Martial Arts
Mountain Biking
NASCAR Racing
Olympics

Paintball

Power & Motorcycles
Pro Basketball

Pro Ice Hockey
Rodeo

Rugby
Running/Jogging
Sailing

Saltwater Fishing
Scuba Diving
Skateboarding
Skiing
Snowboarding
Surfing/BodyBoarding
Swimming

Table Tennis/Pingong
Tennis

Volleyball

Walking
Waterski/Wakeboard

IAB Technology Lab
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IAB17 - 44
IAB18
IAB18 - 1
IAB18 - 2
IAB18 - 3
IAB18 - 4
IAB18 - 5
IAB18 - 6
IAB19
IAB19 - 1
IAB19 - 2
IAB19 - 3
IAB19 - 4
IAB19 - 5
IAB19 - 6
IAB19 - 7
IAB19 - 8
IAB19 - 9
IAB19 - 10
IAB19 - 11
IAB19 - 12
IAB19 - 13
IAB19 - 14
IAB19 - 15
IAB19 - 16
IAB19 - 17
IAB19 - 18
IAB19 - 19
IAB19 - 20
IAB19 - 21
IAB19 - 22
IAB19 - 23
IAB19 - 24
IAB19 - 25
IAB19 - 26
IAB19 - 27
IAB19 - 28

World Soccer
Style & Fashion
Beauty

Body Art
Fashion
Jewelry
Clothing

Accessories

Technology & omputing

3-D Graphics
Animation
Antivirus Software
CIC++

Cameras & Camcorders

Cell Phones
Computer Certification
Computer Networking
Computer Peripherals
ComputerReviews
Data Centers
Databases

Desktop Publishing
Desktop Video

Email

Graphics Software
Home Video/DVD
Internet Technology
Java

JavaScript

Mac Support
MP3/MIDI

Net Conferencing

Net for Beginners
Network Security
Palmtops/PDAs

PC Support

Portable

IAB Technology Lab
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IAB19 - 29
IAB19 - 30
IAB19 - 31
IAB19 - 32
IAB19 - 33
IAB19 - 34
IAB19 - 35
IAB19 - 36
IAB20
IAB20 - 1
IAB20 - 2
IAB20 - 3
IAB20 - 4
IAB20 - 5
IAB20 - 6
IAB20 - 7
IAB20 - 8
IAB20 - 9
IAB20 - 10
IAB20 - 11
IAB20 - 12
IAB20 - 13
IAB20 - 14
IAB20 - 15
IAB20 - 16
IAB20 - 17
IAB20 - 18
IAB20 - 19
IAB20 - 20
IAB20 - 21
IAB20 - 22
IAB20 - 23
IAB20 - 24
IAB20 - 25
IAB20 - 26
IAB20 - 27
IAB21

Entertainment
Shareware/Freeware
Unix

Visual Basic

Web Clip Art

Web Design/HTML
Web Search
Windows

Travel

Adventure Travel
Africa

Air Travel

Australia & New Zealand
Bed & Breakfasts
BudgetTravel
Business Travel

By US Locale
Camping

Canada

Caribbean

Cruises

Eastern Europe
Europe

France

Greece
Honeymoons/Getaways
Hotels

Italy

Japan

Mexico & Central America

National Parks
South America
Spas

Theme Parks
Traveling with Kids
United Kingdom
Real Estate

IAB Technology Lab
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IAB21 -1
IAB21 - 2
IAB21 - 3
IAB22
IAB22 - 1
IAB22 - 2
IAB22 - 3
IAB22 - 4
IAB23
IAB23 - 1
IAB23 - 2
IAB23 - 3
IAB23 - 4
IAB23 - 5
IAB23 - 6
IAB23 - 7
IAB23 - 8
IAB23 - 9
IAB23 - 10
IAB24
IAB25
IAB25 - 1
IAB25 - 2
IAB25 - 3
IAB25 - 4
IAB25 - 5
IAB25 - 6
IAB25 - 7
IAB26
IAB26 - 1
IAB26 - 2
IAB26 - 3
IAB26 - 4

Apartments
Architects
Buying/Selling Homes
Shopping

Contests & Freebies
Couponing
Comparison

Engines

Religion & Spirituality
Alternative Religions
Atheism/Agnosticism
Buddhism
Catholicism
Christianity

Hinduism

Islam

Judaism

LatterDay Saints
Paga/Wiccan
Uncategorized
Non-Standard Content
Unmoderated UGC

Extreme Graphic/Explicitiolence

Pornography

Profane Content

Hate Content

Under Construction
Incentivized

Illegal Content

lllegal Content

Warez
Spyware/Malware
Copyrigh Infringement

IAB Technology Lab
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5.2 BannerAd Types

The following table indicates the types of ads that can be accepted by the exchange unless restricted by
publisher site settings.

Value Description

1 XHTMLText Ad (usually mobile)

2 XHTMLBannerAd. (usually mobile)

3 JavaScripad; must be valid XHTML (i.&ript Tagsincluded)
4 ‘ iframe

5.3 Creative Attributes

The following table specifies a standard list of creative attributes that can describe an ad being served or
serve as restrictions of thereof.

1 Audio Ad(Auto-Play)

2 Audio Ad (User Initiated)

3 Expandable (Automatic)

4 Expandable (User InitiatedClick)

5 Expandable (User InitiatecRollover)

6 In-Banner Video Ad (AuiBlay)

7 In-Banner Video Ad (User Initiated)

8 Pop (e.g., Over, Under, bipon Exit)

9 Provocative or Suggestive Imagery

10 Shaky, Flashing, Flickering, Extreme Animation, Smileys
11 Surveys

12 Text Only

13 User Interactive (e.g., Embedded Games)

14 Windows Dialog or Alert Style

15 HasAudio On/Off Button

16 Ad Provides SkiButton (e.g. VPAHBEeNdered skip button on preoll video)
17 Adobe Flash

5.4 Ad Position

The following table specifies the position of the ad as a relative measurisibility or prominenceThis
OpenRTB table has values derived from theehtoryQuality Guidelined@QQ. Practitionersshould
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keep in sync with updates to tH®Gvalues as published on 1ABm. Values'3” —“6" apply to apps per
the mobile addendum téQGversion2.1.

Value Description

Unknown

Above the Fold

DEPRECATEMay or may not bénitially visibledepending on screen sizesolution.
Below theFold

Header

Footer

Sidebar

Fullsreen

~N o o WN PP O

5.5 Expandable Direction

The following table lists thdirections in which an expandable ad may expand, givempdsitioning of
the ad unit on the page and constraints imposed by the content

Value Description

1 Left

2 Right

3 Up

4 Down

5 Full Screen

5.6 APl Frameworks

The following table is a list of API framewssupported by the publisher.

1 VPAID 1.0
2 VPAID 2.0
3 MRAID1
4 ORMMA
5 MRAID2

Paged3



OpenRTB API Specification Version 2.4 IAB Technology Lab

5.7 VideoLinearity

The following table indicates the options for vid@earity. “In-strean’ or “linear’ video refers to pre
roll, postroll, or midroll video ads where the user is forced to watch ad in order to see the video
content. * OvenmnlrayWhnommear ref er tootopafdie videbcortentar e s hown

This OpenRTB table has values derivethfthe InventoryQuality GuidelinedQQ. Practitioners should
keep in synevith updates to thdQGvalues.

Value Description

1 Linear/ In-Sream

2 Non-Linear/ Overlay

5.8 Protocols

The following table lists the options ftre variousbid response protocols that could be supported by
an exchange.

Value Description

VAST 1.0

VAST 2.0

VASR.0

VASTL.0 Wrapper
VAST 2.0 Wrapper
VAST 3.0 Wrapper
VAST 4.0

VAST 4.0 Wrapper
DAAST 1.0
DAAST 1.Wrapper

© 00 N o o B~ W N P

=Y
o

5.9 PlaybackMethods

The following table lists the various playback methods.

1 Auto-Pay Sound On
2 Auto-Play Sound Off
3 Clickto-Play
4 MouseOver
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5.10 Start Delay

The following table lists the various options fbe videoor audiostart delay. If the startdelay value is
greater than Qthen the position is midoll and the value indicates the start delay

>0 Mid-Roll (value indicates start delay in second)
0 Pre-Roll

-1 GenericMid-Roll

-2 GenericPostRoll

5.11 ProductionQuality

The following table lists the options foontentquality. These values are defined by the;lfder to
www.iab.com/wpcontent/uploads/2015/03/longform-videofinal.pdffor more information.

0 Unknown

1 Professionally Produced
2 Prosumer

3 User Generated (UGC)

5.12 Companion Types

The following table lists theptions to indicate markupypes allowed for companioadsthat apply to
video and audio adsThis table is derived from VAST 220¢ DAAST 1.0 specificatiorRefer to
www.iab.com/quidelines/digitalidec-suite for more information.

1 Static Resource
2 HTML Resource
3 ‘ iframe Resource

5.13 Content Delivery Methods

The following table lists the various options tbe delivery of videar audiocontent

Value Description

1 ‘ Streaming


http://www.iab.com/wp-content/uploads/2015/03/long-form-video-final.pdf
http://www.iab.com/guidelines/digital-video-suite
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Progressive
Download

5.14 Feed Types

The following table lists the types of feeds, typically for audio.

1 Music Service
2 FM/AM Broadcast
3 Podcast

5.15 Volume Normalization Modes

The following table lists the types of volume normalization motgscally for audio

0 None

1 Ad Volume Average Normalized to Content
2 Ad VolumePeakNormalized to Content

3 AdLoudnes$Normalized to Content

4 Custom Volume Normalization

5.16 Content Context

The following table lists the various options fodicating the type ofontentbeing used or consumed
by the useiin which the impression will appeairhis OpenRTB table has values derived from the
InventoryQuality GuidelinedQQ. Practitioners shold keep in synaith updates to thdQGvalues.

Value Description

Video(i.e., video file or streansuch as InterneT Vbroadcasts)

Game(i.e.,an interactive software game

Music(i.e., audio fileor streamsuch adnternet radio broadcasts)
Application(i.e.,an interactive software application)

Text(i.e., primarily textual document such asvaeb page,eBook or news article)

Other(i.e., none of theother categoriesapplieg

~N o 0o WN P
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5.17 IQGMedia Ratings

The following table lists thmedia ratings used in describing content based oni@®@ 2.1
categorization.Refer towww.iab.com/quidelines/digitalideo-suite for more information.

1 All Audiences
2 Everyone Over 12
3 Mature Audiences

5.18 Location Type

The following table lists theptions to indicate how the geographic information was determined.

1 GPS/Location Services
2 IP Address
3 User providede.g., registration data)

5.19 Device Type

The following table lists thi/pe of device from which the impression originated.

OpenRTBearsion 2.2 of the spéfication added distinct values for Mobile and Tablet. It is
recommended that any bidder adding suppfor 2.2 treat a value of 1 as an acceptable alias of 4 & 5.

ThisOpenRTBable has values derived from theventoryQuality GuidelinedQQ. Practitioners should
keep in synavith updates to the I@ values.

Value Description Notes

1 Mobile/Tablet Version2.0

2 Personal Computer Version 2.0

3 Connected TV Version 2.0

4 Phone New for Version 2.2
S) Tablet New for Version 2
6 Connected Device New for Version 2.2
7 Set Top Box New for Version 2.2

5.20 Connection Type

The following table lists the various options the type of device connectivity.


http://www.iab.com/guidelines/digital-video-suite
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Unknown
Ethernet
WIFI

Cellular Network-Unknown Generation
Cellular Network-2G
Cellular Network-3G
Cellular Network-4G

o o A W N P O

5.21 IPLocation Services

The following table lists the services and/or vendors used for resolving IP addresses to geolocations.

Value Description

1 ip2location
2 Neustar (Quova)

3 MaxMind

4 NetAquity (Digital Element)

5.22 No-Bid Reason Codes

The following table lists theptionsfor a bidderto signal the exchangas towhy it did not offer a bid
for the impression.

Value Description

Unknown Error

Technical Error

Invalid Request

Known Welpider

Swspected NorHuman Traffic
Cloud, Data center, or Proxy IP
Unsupported Device

Blocked Publisher or Site

UnmatchedUser

o N o o WN P O
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6. Bid Request/Response Samples

6.1 Github Repository

The official OpenRTB Github repository now contains a set of validated example requests. This
repositoryshould be considered the canonical examples for implementers.

github.com/openrtb/examples

6.2 Validator

An OpenRTB Validator has been developed to test compliance of bid response and bid rd§ioNse
payloals. TheValidatoris available forll final versions of OpenRTB specificatidhe code for the
validator is distributed freely under a BSpen source licensat the below URL.

github.com/openrtb/openrtb2x/tree/2.0/openrtbvalidator

6.3 Bid Requests

6.3.1 Example Ig Simple Banner

Following is a basic example of a bid request for a banner ad. Some optional parameters are included in
this example.

"id": "80ce30c53cl6ebede735f12 3ef6e32361bfc7b22",
"at": 1, "cur™: [ "USD" ],
"imp": [
{
"id": "1", "bidfloor": 0.03,
"banner": {
"h": 250, "w": 300, "pos": 0

}
}
1,
"site": {
"id": "102855",
"cat": [ "AB3 -1" ],
"domain": " www.foobar.com",
"page": "http://w ww.foobar.com/1234.html ",
"publisher": {
"id": "8953", "name": "foobar.com",
"cat": [ "AB3 -1" ],
"domain": "foobar.com"
}
e
"device": {
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"ua": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_6_8) AppleWebKit/537.13
(KHTML, like Gecko) Version/5.1.7 Safari/534.57.2",
"ip™: "123.145.167. 10"

13
"user": {

"id": "55816b39711f9b5acf3b90e313ed29e51665623f"
}

6.3.2 Example Z; Expandable Creative

This example builds the first and adds parameters to describe support for an expandablesciaadiv
passes data about the user from “Data Provider 17V

"id": "123456789316e6ede735f123ef6e32361bfc7b22",
Ilatll: 2, Ilcurll: [IIUSDII ]’

"imp": [
{
"id": "1, "bidfloor": 0.03,
"iframebuster": [ "vendorl.com", "vendor2.com" ],
"banner": {
"h": 250, "w": 300, "pos": 0,
"battr": [ 13 ],
"expd ir "1 [ 2, 4]
}
}
I
"site": {
"id": "102855",

"cat": [ "IAB3 -1" ],
"domain": "www.foobar.com",

"page": " http://www.foobar.com/1234.html
"publisher": {
"id": "8953", "name": "foobar.com"”,

"cat": [ "IAB3 -1" ],
"domain": "foobar.com"
}
h
"device": {
"ua": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_6_8) AppleWebKit/537.13
(KHTML, like Gecko) Version/5.1.7 Safari/534.57.2",
"ip": "12 3.145.167. 10"
h
"user ":{
"id": "55816b39711f9b5acf3b90e313ed29e51665623f" ,
"buyeruid": "545678765467876567898765678987654",
"data": [
{
"id": "6", "name": "Data Provider 1",
"segment": [

{
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"id": "12341318394918", "name": "auto intenders"
h
{
"id": "1234131839491234", "name": "auto enthusiasts"
h
{
"id": "23423424", "name": "data - providerl - age",
"value": "30 - 40"
}

6.3.3 Example 3 Mobile

This example uses a device object to reflect a malglgce, and an app object to reflect a request from
a mobile application.

{
"id": "IxexyLDIIK",
"at": 2,
"bcat": [ "IAB25", "IAB7 -39","IAB8 -18","IAB8 -5","IAB9 -9"],
"badv": [ "apple.com", "go - text.me", "heywire.com" ],
"imp": [
{
"id": "1, "bidfloor": 0.5, "instl": 0,
"tagid": "agltb3B1YilpbmNyDQsSBFNpdGUY7fDOFAwW",
"banner": {
"w'": 728, "h": 90, "pos™: 1,
"btype™: [ 4],
"battr": [ 14 ],
"api": [ 3]
}
}
1,
"app™: {
"id": "agltb3B1YilpbmNyDAsSAOFwcBIiJkfIUDA", "name": "Yahoo Weather",
"cat": [ "IAB15", "IAB15 - 10" ],
"ver": "1.0.2",
"bundle": " com.yahoo.wxapp ",
"storeurl": "https://itunes.apple.com/id628677149",
"publisher": {
"id": "agltb3B1YilpbmNyDAsSAOFwcBIJkfTUCV", "name": "yahoo",
"domain": "www.yahoo.com"
}
b
"device": {
"dnt": 0,

"ua": "Mozilla/5.0 (iPhone; CPU iPhone OS 6_1 like Mac OS X)
AppleWebKit/534.46 (KHTML, like Gecko) Version/5.1 Mobile/9A334 Safari/7534.48.3",

Pagebl



OpenRTB API Specification Version 2.4 IAB Technology Lab

"ip": "123.145.167.189",
“ifa": "AAOOODFE74168477C70D291f 574D344790E0BB11",
"carrier": "VERIZON",
"language": "en",
"make": "Apple", "model": "iPhone",
"os": "iOS", "osv": "6.1",
"js": 1,
"connectiontype”: 3,
"devicetype™: 1,
"geo": {
"lat": 35.012345, "lon": -115.12345,
"country": "USA",
"metro": "803",
"region": "CA", "city": "Los Angeles", "zip™: "90049"
}
h
"user": {
"id": "ffffffd5135596709273b3ala07e466ea2bf4fff",
"yob": 1984, "gender": "M"

6.3.4 Example 4 Video

The following example illustrates a bid request for awiimpression with two companion ad slots (1
expandable). Additionally, the video content itself is described in the "content" object. A few notes
about specific fields in the example:

A protocol s: Only VAST 2.0 and 3.0 are allowed. Note that a wrapgeonse is not allowed in
this example.

A sequence : Itis not explicitly included so the default‘d? should be assumed.

A battr : User interactive and alert type ads (vafu&’ and“14’, respectively) are explicitly being
blocked for both the video anils companions.

A pos: Indicates this opportunity isabove the fold.

A api : Indicates that VPAID 1.0 containers are explicitly supporadsuch, the mime types
supported for VPAID are orfgpplication/xshockwaveflash’ and“application/javascrigt. Note
that there is an implicitestrictionas to which protocol is allowed in which mirype. JavaScript
support was nospecifieduntil VPAID 2.0, while Flash supports both VPAID 1.0 and 2.0.

A companiontype : Indicates only static or HTML resources al@aid.

"id": "1234567893",
"at": 2, "tmax": 120,
"imp": [
{
"id": "1", "bidfloor": 0.03,
"video": {
"w'": 640, "h": 480, "pos™: 1,
"startdelay": 0, "minduration™: 5, "maxduration”: 30,
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"maxextended": 30,

"minbitrate": 300, "ma xbitrate": 1500,
"api": [ 1,2 1,
"protocols": [ 2,3 1,
"mimes": [
"video/x - flv",
"video/mp4",
"application/x - shockwave - flash",
"application/javascript"
1,
"linearity": 1,
"boxingallowed": 1,
"playbackmethod ™[ 1, 3],
"delivery": [ 2],
"battr": [ 13,14 ],
"companionad": [
{
"id": "1234567893 -1
"w": 300, "h"; 250, "pos™: 1,
"battr": [ 13, 14 ],
"expd ir [ 2, 4]
h
{
"id": "1234567893 -2",
"w'": 728, "h": 90, "pos": 1,
"battr": [ 13, 14 ]
}
1,
"companiontype": [ 1, 2]
}
}
1,
"site": {
"id": "1345135123", "name": "Site ABCD",
"domain": "siteabcd.com",
"cat": [ "IAB2 - 1", "lIAB2 -2" ],
"page": "http://s iteabcd.c  om/page.htm",
"ref": "http://referringsite.com/referringpage.htm",
"privacypolicy": 1,
"publisher": {
"id": "pub12345", "name": "Publisher A"
h
"content": {
"id": "1234567",
"series": "All About Cars",
"season™: "2", "episode": 23, "title": "Car Show",
"cat": [ "IAB2 -2"] ,
"keyword s": "keyword -a,keyword -b,keyword -c"
}
h
"device": {

"ip": "64.124.253.1",
"ua": "Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10.6; en
Gecko/20110319 Firefox/3.6.16",

IAB Technology Lab
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"0s": "OS X",
"flashver"; "10.1", "js™ 1
h
"user": {
"id" "456789 876567897654678987656789",
"buyeruid": "545678765467876567898765678987654",
"data": [
{
"id": "6", "name"; "Data Provider 1",
"segment": [
{
"id": "12341318394918", "name": "auto intenders"
h
{
"id": "1234131839491234", "name": "auto enthusiasts"
}
]
}
]
}

6.3.5 Example 5 PMP with Direct Deal

Following is a basic example of a bid request for a banner ad wiitleet deal. Some optional
parameters are included in this example.

"id": "80ce30c53c16e6ede735f123ef6e32361bfc7b22",
llatll: 1, I|curll: [IIUSDII ]’

"imp": [
{
"id": "1", "bidfloor": 0.03,
"banner": {
"h": 250, "w": 300, "pos": 0
h
"pmp" {
"private_auction": 1,
"deals": [
{
"id:"AB - Agencyl - 0001",
"at": 1, "bidfloor": 2.5,
"wseat ": [ "Agencyl" ]
h
{
"id":"XY - Agency2 - 0001",
"at": 2, "bidfloor": 2,
"wseat ": [ "Agency2" ]
}
]
}
}
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1,
"site": {
"id": "102855",
"domain": "www.foobar.com",
"cat": [ "IAB3 -1" ],
"page": "http://www.foobar.com/1234.html",
"publisher": {
"id": "8953", "name"; "foobar.com",
"cat": [ "IAB3 -1" ],
"domain"; "f oobar.com”

}
h
"device": {
"ua": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_6_8) AppleWebKit/537.13
(KHTML, like Gecko) Version/5.1.7 Safari/534.57.2",
"ip": "123.145.167.10"

h
"user": {

"id"; "55816b39711f9b5acf3b90e313ed29e51665623f"
}

6.3.6 Example6 ¢ Native Ad

Following is a basic example of a bid request for a Native ad; similar otherwise to the simple banner
example in Sectiof.3.1 Notice therequest attribute in theNative object contains an encoded
string of a native ad request that conformsttee DynamicNative Ads APRIspecifically version 1.0 as
indicated by thever attribute.

Notice that the contents of theequest attribute is a JSON encoded string of the Dynamic Native Ads
request including iteative top level object. Thieecessitateseparate parsing steps for the outer
OpenRTB structure and the Dynamic Native Ads request paiylaader to enforce a separatn of

these specifications. The goal of this is to enable independent evolution of these specifications while
avoidng the need tamplement parsers for each pairwise combinatitvereof or to write custom JSON
parsers.

{
"id": "80ce30c53c16e6ede735f123 ef6e32361bfc7b22",
"at": 1, "cur™: [ "USD" ],
"imp": [
{
"id": "1", "bidfloor": 0.03,
"native™: {
"request": " {\"native \":{\"ver \": \"1.0\" \"assets \":[ .. 1} 1},
"ver": "1.0 ",
"api: [ 3], "battr": [ 13, 14 ]
}
}
I,
"site”: {
"id": "102855",
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"cat": [ "IAB3 -1"],
"domain": "www.foobar.com",
"page": "http://www.foobar.com/1234.html ",
"publisher": {
"id": "8953", "name": "foobar.com",
"cat": [ "IAB3 -1"],
"domain": "foobar.com"
}
h
"device": {
"ua": "Moz illa/5.0 (Macintosh; Intel Mac OS X 10_6_8) AppleWebKit/537.13
(KHTML, like Gecko) Version/5.1.7 Safari/534.57.2",
"ip": "123.145.167.10"
h
"user": {
"id": "55816b39711f9b5acf3b90e313ed29e51665623f"
}

6.4 Bid Responses

6.4.1 Example I Ad Served on WiiNotice

Following is an example of a bid response with the ad served on win notice. The bid for this impression
is a $9.43 CPM.

{
"id":  "1234567890", "bidid": "abc1123", "cur: "USD",
"seatbid™: [
{
"seat": "512",
"bid": [
{
"id": "1",  "impid™: "102", "price": 9.43,
"nurl™: "http://adserver.com/winnotice?impid=102",
"iurl™: "http://adserver.com/pathtosampleimage”,
"adomain": [ "advertiserdomain.com" ],
"cid": "campaign111”,
"crid": "creativel12",
"attr": [ 1,2,3,4,56,7,12]
}
]
}
]
}

6.4.2 Example Z; VAST XML Document Returned Inline

Following is an example of a bid response that returns the VAST document inline to be served. A few
notes about specific fields in the example:
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A The bid for thismpression is a $3.00 CPM.

A Note that since there both a win notice URL and an inline VAST documentaidntladtribute,
which constitutes the ad markup. The win notice is still called, but if it were to return markup it
would be ignored in favor of the atents of theadmattribute.

"id": "123",
"seatbid": [
{
"bid": [
{

“id":  "12345", "impid": " 2", "price": 3.00,

"nurl"; "http://fexample.com/winnoticeurl",

"adm": "%3C%3Fxml%20version%3D%221.0%22%20encoding%3D%22utf -
8%22%3F%3E9A%3CVAST%20version%3D%222.0%22%3E%0A%20%20%20%20%3CAd%20id%3D%2212345%22
%3E%0A%20%20%20%20%20%20%20%20%3CInLine%3E%0A%20%20%20%20%20%20%20%20%20%20%20%20%3C
AdSystem%20version%3D%221.0%22%3ESpotXchange%3C%2FAdSystem%3E%0A%20%20%20%20%20%20%2
0%20%20%20%20%2620%20%20%20%3CAdTitle%3E%3C!%5BCDATA%5BSample%20VAST%5D%5D%3E%3C%2F
AdTitle%3E%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%3CImpression%3Ehttp%3A
%2F%2Fsample.com%3C%2FImpression%3E%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%
20%3CDescription%3E  %3C!%5BCDATA%5BA%20sample%20VAST%20feed%5D%5D%3E%3C%2FDescription
%3E%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%3CCreatives%3E%0A%20%20%20%20
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%3CCreative%20sequence%3D%221%22%20i
d%3D%221%22%3E%0A%20%&2D%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%
20%20%3CLinear%3E%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%
20%20%20%20%20%20%20%3CDuration%3E00%3A00%3A30%3C%2FDuration%3E%0A%20%20%20%20%20%20
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%3CTrackingEvents%
3E%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%
20%20%3C%2F TrackingEvents%3E%20%20%20%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2
0%20%20%20%20%20%20%20%20%20%20%20%20%3CVideoClicks%3E%0A%20%20%20%20%20%20%20%20
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%3CClickThro
ugh%3E%3C!%5BCDATA%5Bttp%3A%2F%2Fsample.com%2Fopenrtbtest%5D%5D%3E%3C%2FClick Throug
h%3E%0A%20%20%20%20%20%20%20%2022220%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2
0%20%20%3C%2FVideoClicks%3E%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20
%20%20%20%20%20%20%20%20%20%20%3CMediaFiles%3E%0A%20%20%20%20%20%20%20%20%20%20%20%2
0%20%20%20%20%20%20%20%20%20%20%20%2%822%20%20%20%20%20%20%3CMediaFile%20delivery
%3D%22progressive%22%20bitrate%3D%22256%22%20width%3D%22640%22%20height%3D%22480%22%
20type%3D%22vide0%2Fmp4%22%3E%3C!%5BCDATA%5Bttp%3A%2F%2Fsample.com%2Fvideo.mp4%5D%5
D%3E%3C%2FMediaFile%3E%0A%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2
0%20%20%20%20%20%20%20%20%3C%2FMediaFiles%3E%0A%20%20%20%20%20%20%20%20%20%20%20%20%
20%20%20%20%20%20%20%20%20%20%20%20%3C%2FLinear%3E%0A%20%20%20%20%20%20%20%20%20%20%
20%20%20%20%20%20%20%20%20%20%3C%2FCreative%3E¥H20%20%20%20%20%20%20%20%20%20%20%2
0%20%20%20%20%3C%2FCreatives%3E%0A%20%20%20%20%20%20%20%20%3C%2FInLine%3E%0A%20%20%2
0%20%3C%2FAd%3E%0A%3C%2FVAST%3E"

}
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6.4.3 Example J; Direct Deal Ad Served on Win Notice

Following is an example of a biesponse with the ad served on win notice. The bid for this impression

is a $5.00 CPM against a direct deal.

{
"id" : "1234567890", "bidid": "abc1123",  “cur": "UsD",
"seatbid" [
{
"seat": "512" ,
"bid"; [
{
"id"; "1",  "impid": "102", "price™ 5.00 ,
"deal id": "ABC-1234-6789",
"nurl": "http: /ladserver.com/winnotice?impid=102",
"adomain" :[ "advertiserdomain.com" 1,
"iurl™: "http: /ladserver.com/pathtosampleimage",
"cid": "campaign111",
"crid": "creativel12",
"adid": "314",
"attr": [ 1, 2, 3, 4]
}
]
}
]
}

6.4.4 Example 4 Native Markup Returned Inline

Following is an example of a bid response that returns a native ad inline to be s@headm attribute
contains an encoded string of a native ad request that conforms t@greamid\ative Ads APand
specifically the same version as that used for the request stéigrnatively, theadmattribute could
have been omitted in favor of returnirthe native ad markup in the response to the win noticel

{
"id": "123",
"seatbid™: [
{
"bid": [
{
"id": "12345", "impid": "2", "price": 3.00,
"nurl": "http://fexample.com/winnoticeurl",
"adm":"{ \"native \":{\"ver \™: \"1.0\", \"link \'" { .. 1},
\ "imptrackers \™[ .. ], \"assets \"[ .. [} }"
}
]
}
]
}
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7. Implementation Notes

The followingsection will providebrief notes on how certain objects and fields are to be interpreted and
implemented.

7.1 No-Bid Signaling

This section covers best practices for using the optionddidsignaling. See the L&R2for the
enumerated list of nebid reason codes.

Many exchanges suppiomultiple response types as a 4tid:

A HTTP 204 *“ No Co n t(masteconorhicaldnberns lifendviidthyl d e r
A An empty JSON object:

{}
A A welHormed no bid response:
{"id": "1234567890", "seatbid": 0}
A A wellformed no bid response with a reasoode:
{"id";  "123456789 0", "seatbid": [], "nbr "2}

An important issue in RTB is when impressions are triggered by software robots mimicking web
browsers. Such robots may be implicitly or explicitly driving these false transactions. The following
represents a set of symmetric best practices for exchanges and bidders to help recognize and reject
these events.

Responsibility of the exchange

Makebeste f f or t t o c |nanshgma tyafficarendests fer pds © the éxchange via the
following best practices:

A (Recommended¥ilter impressions from known spiders via usgent classification
A (Recommendedfilter impressions from suspected NHT vitdatector’ .
Responsibility of the bidder

A (Reommended) nebid impressions from known spiders via usgent classification
A (Recommended) nbid impressionsfm suspected NHT via a
A Specify a ndid reason code in either case.

detecto

Where

A For exchanges, filtering the impressimeans that theexchange should respond to thad calt
with either a blank HTTP 204 response or an unpaid ad @8Ajot offered to any bidders.

A For bidders, filtering the impressianeans that thebidder should respond with a Hoid.

A For both exchanges and bidderBetimpression transaction records should be clearly marked in any
logging systems and be removed from contributing to any event counts associated with planning,
forecasting, and reporting systems.
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7.2 Impression Expiration

Recapping the typical impression flotlrough RTB, an ad will be requested by a client (e.g., web

browser, mobile app or an SDK therein) possibly through other server intermediaries, and ultimately to
the RTB exchange. The exchange conducts an auction among buyers who bid with a propesed pri
possibly markugor useif the bid wirs (markup can also be delivered on the win naotice itself), and other
metadata about the bid. The exchange then selects a winner, issues a win notice to the winning bidder,
and passes the markup back to the client.

Winning the auction, however, does not guarantee that the ad will be successfully delivered to the client

or that it will meet viewability expectations. Furthermore, policies vary among exchanges as to the

criteria for billing. Most consider an &ilable upon some form of deliveny rendering vs. the auction
winalone.Thi s aligns better with the buyer egpapfbrvi ous ¢
are actuallydisplayed

Some exchanges attempt facilitate this alignment bplacihg the win notice in the winning ad markup

so that itcan serve as both a win notice and rendering notigéis is neither endorsed nor prohibited

by OpenRTB except that it precludes the exchange from accepting markup on the win notice return as
describedn Sectiod.3.1 Similarly, many buyers use their own tracking URL placed within their ad
markup to signal rendering independent of the OpenRTB auction wineadt video specifically, VAST
supports an impression tracking URL that is often used for billing and is always distinct from the auction
win notice.

To abstract the ditingootigft ,a sl e€theusf irrd fnegr atfretisi® me not i
when the clearing price of the impression will be booked as spend. This is irrespective of whether the
actual OpenRTB win notice URL is delegated to the client for firing or some other tracking URL is used.

For buyers, thiilling notice is used tbook progress toward spend goals and frequency caps and drive
pacing algorithmsWhen the billing notice is delayed significantly, these crifitattions can be

seriously impaired. There are legitimate reasons for some delays such as caching. A sopmadn is

a video interstitial impression in a mobile app. Refining the example, consider a game wheigethe

is prefetched duringgameplay so that it can be shown after the current game level ends. This is
important for the user experience, bean delay the rendering of the ad for many minutes.

Bidders are strongly advised to track the time betweendbetion and the win and/or billing notices to
ensure reasonable delays. If unreasonable delays are encountered frequently, bidders may elect to
ignore such events and bring timeo the attention of the exchange for resolution. Unfortunately, the
sequence from ad requegiiroughthe auction and finally to rendering and billing is fundamentally not
transactional. There are simply too many partigdjcies, and technologies involvadd thus agood
support relationship between exchange and buyer is still important.

The OpenRTB protocol does provide some-tiead assistance, howeveilheimp.exp attribute

(Section3.2.2) in the bid request allows an exchange to provide guidance to bidders of the number of

seconds that may elapse between the auction and the billing evAstusualpmitted means unknown

Bidders can then decide if they want to bid understanding the likely delay. Bidders are advised,

however, to interpret this as guidance as opposed to a contract unless the exchange expresses

otherwise since exchanges are not always in a position to makkdwarantees (e.gthe SDK within

the client app may not be under the exchange’s co

Similarly, thebid.exp  attribute (Sectiord.2.3) in the bid responsallows the bidder to express the
maximum number of seconds they are willing to tolerate between auction and billing notice. This allows
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the exchange to drop bids with expiration constraints it believes are likely to be violated. Bidders should
not assume hat a delayed billing noticegreater than their specified bid expirations will not be billable.
That is a policy and contract discussion between bidder and exclzambeot imposed by OpenRTB

The following expiration times are offered as examplErea®nable delays based on the nature of the
impression. These are orgyovided as rules of thumb. rAore datadriven method of determining
these times in specific situations is highecommended.

A Desktop and mobile web browsers: 1 Minute

A Mobile app banneadsthat may be cached: 5 Minutes

A Mobile app native ads that may be cached: 10 Minutes

A Mobile and video interstitials: 30 Minutes (or even longer)
A Audioor videowith serveeside stitching: VeryLong orUnknown

7.3 PMP & Direct Deals

Best Practice Bidding lgic

Receive request and parse ;
Create empty bid list for response ;

If request contains the impression[]. pmp object ;
match bids against each pmp.deals]] ;
enforce targeting for deallD and seatlD ;
append best M matching bids to response ;

If pmp.private_ auction = False ;
match open auction bids against the request
append top N bids by price to response

Return response list to exchange ;

Recommendations

A M >=1, preferably one per matching Déal

A N >=2 to assist with blocking rate issues

A Minimumvid |l e is “1+1” bidding
A ldeal is “M+N” bidding

Warning

Returning only one bid when both DdBl and open auction bids are valid creates probleifise
exchange side may be configured by a publisher to prioritize alliDdatls above open auction bids, or
to force a price auction between them with different floors by class of Biokere are multiple common
practices that depend on how the publisher prefers to sell inventory with eal
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PolicyRecommendations

A A DealDshould be utilizedor any situation where the auction may be awarded to a bid not on the
basis of price alone. Any prioritizatio bids other than by price should haaeDealD.

A A DealD is recommended for all situations where a preferential floor may be assignesttat a
entity.

Anti-Patterns

The below is a set of arpiatterns that OpenRTB supporting platforms have observed in various
attempts to implement DedD bidding logic.

Subjecting DealD Bids to an internal auction on price

The ideal bidding logic describagrocess of being liberal about sending biBgal ID bids may not be
subject to a classic price auctiomhere may be an expectation that the buyer and seller want
prioritization to achieve a larger objective: complete delivery of the Deal represdiytéige DealD.
Thus any bidding logic that sorts D#albids by price (with or without open marketplace bids) and
truncates the list too aggressively can endanger the fulfillment of the Deal.

Associating DedD to the wrong Object

A DealD should bdreated as dtargeting tokeri associated to orders, linkems or campaignslf the
DeallD is associated to a Seat/Buyer it may create an undesired application of thibReamany
active campaignsAlternatively if it is associated to the Advertisemay limit that entity to only a single
DeallD.

Improper Handling of the Private vs Open Market Flag

Thepmp.private_auction flag indicates that the seller is willing or not willing to accept open market
bids( i .abhidders“are welconie.)If this flag is not read and interpreted corregthid responses may

be invalid. Open market bids sent to a private impression auction may be rejected and should not have
been exposed to all bidders.

Improper handling of SealDs

If SeatiDs are treated asféter of eligible demand partners on an open market impression, this defeats
the “all bidders are welconidntention.

Silently Applying Margin Discounts to Def) Bids

With DeallD buyers are sellers are communicating direcilifie Exchange argidderbecome third
party automation platforms.If there are any automatic or silent discounts of bid prices€dagon
margins or fees) set by either the exchange or the biddem the Deal may faib function correctly
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Use cases

Casel: Open Trading Agement with Buyer

T v v Ty v T T Iy I B

Between publisher and buying entity

Publisher sets an access rule defining the price floor for a specific buyer.
Locked to the buyer

Broadcast price floor

Public/open inventory

No DealD neededeal ID is optional)

No named adverter(s)

No prioritization of bids

Dailytotal or frequencycaps optional on publisher/exchange side
All placements or limited to specific placements

Targeting is up to the buyer/bidder

Case2: Open Trading Agreement with Buyer with Named Advertisers

A

As Casel with a list of named advertisers

Case3: Open Bidding with De#D as Valueadded Markers

oI > I I I D D

Between publisher and buying entity

Publisher sets a price floor for URL masked inventory.
Public/open inventoryice., all buyers welcome)
DaallIDrepra ent s “Package Tokens
Each DedD signals that the impression falls into various content and placement categories
Floor is associated to each D#alto signal cost for usage of thatken

Winner is decided by bid price

Execution of targeting is ufp the buyer/biddet

Cased: First Look Trading Agreement

paip s i A PP

Between publisher and buying entity

Publisher sets an access rule defining the price floor for the buyer
Locked to the buyer

Known price floor

DeallD needed

Optional named advertiser list

Prioritization of bids expected

Daily total or freqiencycaps optional on publisher/exchange side
All placements or limited to specific placements

Targeting is up to the buyer/bidder

Caseb: Direct Option Deal with Advertiser via RTB

oI D D I

Between Publisherrad Advertiser or their representative.

Publisher sets a rule defining a price floor and prioritization for specific advertiser(s)
Fill rate is expected to be greater than or equal to. X%

Locked to the buyer

Private/exclusive inventory

Page63



OpenRTB API Specification Version 2.4 IAB Technology Lab

Limited to a setist of advertiser names (generally variants of one name)
Known price floor

DeallD needed

Prioritization of bids expected

Dailytotal or frequencycaps will apply on bidder sigeptional on Exchange side
Limited to specific placements

Targeting ismostly enforced by buyer/bidder

T T 3> D D > D

Case6: Direct Option Deal with Advertiser via RTB Wtkiate Data

* Same afase4.
» DeallD represents some combination of private fipgrty data from the Publisher

Case7: FullFill Direct Deal with Advertiser kI B

« Same afased.
» Fill rate is expected to be 100% or nearly so.

Case8: FullFill Direct Deal with Advertiser via RTB tivate Data

*» Same afaseb.
» DeallD represents some combination of private fipgtrty data from the Publisher

7.4 Skippability

This section clarifies the common use cases related to declaring skippability of video creatives.

Under most circumstances for RTB transactions, publishers and exchanges prefer to control the ability to

skip the ad.OpenRTBhereforeassumes by defauthat a standard linear video ad can be used as the
response to a skippable request and the ability t
automatically.

The presence of theideo.skip  attributei n t he bi d request wvassuntedta val ue
mean that the publisher will impose a skip button on the dthe absence of théideo.skip  attribute
should be assumed to mean that it is unknown whether the publisher will impose a skip button.

DSPs should confirm with publishers whether fi@smissible to respond with adbat provide their
own skip functionalityd.g, using VPAID to render a skip buttoif)bidding with such an aand only if
doingsgt he bi d must i ndicat e attreaardyinthebidesponsei bute “ 167

Note: VAST 4.0 separates VPAID interactivity from the media file so this is deprecated and only a{pplies
to earlier versions of VAST.

Some examples of these concepts follow:
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Bid Request

Casel: Skippable after N Seconds for All Creatives

In thiscase, the publisher will impose skippability. All ads will be skippable, but only after 5 seconds of
play. Creatives with a total duration of 5 seconds or less would not be skippable since they would never
reach this threshold.

"video": {
.ey "SKip™: 1, "skipafter": 5, ...
}

Case2: Skippable after N Seconds for Minimum Duration Creatives

In this case, the publisher will impose skippability. However, only creatives with a total duration greater
than 15 seconds will be skippable. For ads thasiathis minimum total duration, skippability is

enabled after 5 seconds of plajote that although these values are integers, they will compare as

precise values with actual video durations. For example, a video with duration 15.1 seconds does satisfy
askipmin value of 15 (i.e., think of thekipmin value as being 15.0).

"video™: {
..., "skip": 1, "skipmin": 1 5, "skipafter": 5, ...
}

Case3: NonSkippable unless Requested by the Ad Markup

In this case, the publisher will not impose skippabiliyls will only be skippable if requested by the ad
markup. This is supported by VPAID and VAST 3.0, for example.

"video": {
..., "skip™: O, ...
}

Case4: Unknown Skippability

In this case, thekip attribute is omitted which indicates that exchangeedonot know if skippability
will be imposed by the publisher. This may be the case, for example, when the exchange is not an SSP
and thus may not have control or full knowl edge

Bid Response

Consider Cas8 above, where the yblisher does not impose skippability. If the ad markup itself will
request skippability (e.g., via VPAID or VAST 3.0), then the bid must signal this intention. This is
accomplished by including creative attribute 16 (i.e., Skippable) in the bid as sletevn If the
markup is not going to request skippability, then this creative attribute should not be indicated.
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When responding to Cas®with this skippable attribute specified in the bid, the publisher should
provide skippability either by instructirte VAST 3.0 player to activate skippability (refer to the VAST
3.0 “skipoffset” attribute) or by allowing the ad

"bid": {
.., "attr"; [16], ...
}

In Casel and Cas@ where the publisher may impose its nwkippability, creative attribute 16 should

not be specified. Furthermore, publishers are advisefiltier responses containing attribute Ince

this could conflict with the skip buttorendered bythe publisher.When using a VAST 3.0 response,

publis hers may choose to i mplement support for VAST
be assumed to play neskippable if the player does not support it.

7.5 COPPA Regulation Flag

The United States Federal Trade Commission has changeddhep | i ance rul es for the
Privacy Protection Act (“COPPA”"), effective July
services), that have been identified as: (1) directed to users under 13 years of age; or (2) collecting

inffoormat i on from users actually known to be under 13

The FTC has written a comprehensive FAQ on the change here:

business.ftc.gov/documents/Complyiwgth-COPPA requentlyAskedQuestions

Steve Bellovin, CTO of the FTC, argued for a standardigediisg protocol ira blog posted dated
January 2013:

techatftc.wordpress.com/2013/01/02/coppand-signaling/

Impacts

The FAQ specifically calls out these areas relevant for OpenRPBrasnal Informatioh t hat i s not
be collected:
A Geolocationinformation sufficient to identify streehame ad name of a city or town.

A Persistent idenfiers when they can be used to recognize a user over time and across different Web
sites or online services.

Recommendations to Implementers
OpenRTB Exchanges and Bidders should

A Provide a facility forsitestoe decl ared as “child directed”.
Implement the regulations object extension

Provide facilities within campaigns to target for and against this signal

Degrade the Geographic information to be less exact prior to logging or transmission

Suppress the assigrent andsynchronization of identifiers, depending on usage.

> > > >
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It is recommended that wheregs. coppa =1, the exchange should additionally manipulate the
OpenRTB bid request object as follows:
Device Object

A Suppresslidmds anddidshal device ID fields
A Truncateip field - remove lowest 8 bits
A Truncateipvé field - remove lowest 32 bits

Geo Object

A Suppressat andlon fields
A Suppressnetro , city ,andzip fields

User Object
A Suppresdd |, buyer uid , yob, andgender fields
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Appendix A. Additional Information

A Creative CommonsAttribution License
creativecommons.org/licenses/by/3.0

A |AB (Interactive Advertising Bureau)
www.iab.com

A 1AB Quality Assurance Guidelif€AG):
www.iab.com/guidelines/ialguality-assuranceguidelinesgagtaxonomy/

A JavaScript Object Notation (JSON)
WWW.json.org

A MMA (Mobile Marketing Associatign
mmaglobal.com

A OpenRTBProjecton Github
github.com/openrtb/OpenRTB/

A Apache Avro
avro.apache.qy

A Protocol Buffers (Protobuf)
code.google.com/p/protobuf

A Google Metro Codes
code.google.com/apis/adwords/docs/appendix/metrocodes.html

A U.N.Code for Trade and Transport Locations
www.unece.org/cefact/locode/service/location.htm

IAB Technology Lab
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Appendix B. Specification Change Log

This @pendix serves as an indekspecification changesom v2.3 to v2.4 These changes pertain only
to the substance of the specification and not routine document formatting, organization, or content
without technical impact.

Section

Description

15
2.1
2.2
2.3
3.1

3.2.1

3.2.2

3.2.3

3.2.4

3.25

3.2.7

3.2.8

3.2.9

3.2.11

3.2.13

3.2.14

Definition of seat has been clarified.

Guidance on the proparse of HTTP codes has been corrected.
Guidance on the use of SSL has been updated.

Guidance on the use of binary formats has beedatpd.
ObjectModel Bid Request

Updated forbanner formatsaudio impressionsand content data.
Object: BidRequest

Attribute bapp has been addedDefinition of seat has been clarified.
Object: Imp

Attributesclickbrowser  , audio , andexp have been added.
Object: Banner

Attributesh andwhave been clarified.
Attributes hmin , hmax, wmin, andwmaxhave been deprecated.
Attribute format has been added.

Object: Video

Description oblaybackmethod has been clarified.
Height and width attributes have been clarified.
Attributesskip , skipmin , andskipafter ~ have been added.

Object: Audio

New impression type object has been added.
Object:Format

New format object has been added.

Object: Site

Description ofnobile has been clarified.
Object:App

Description obundle has been clarified.
Object: Content

Attributesdata , artist , genre , album , prodg , andisrc have been added.
Attribute videoquality has been deprecated in favor pfodq .

Object: Device
Attribute geofetch  has keen added.

Object: Geo
Attributesaccuracy , lastfix , andipservice  have been added.
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3.2.19 Object: Pmp
Default value foprivate_auction has been added.
3.2.20 Object:Deal
Definition of seat has been clarified.
4.2.2 Object:SeatBid
Definition of seat habeen clarified.
4.2.3 Object: Bid
Attributesapi , protocol , gagmediarating , andexp have been added.
Description obundle has been clarified.
Height and widthattributes have been clarified.
5.3 List: Creative Attributes
Item 17 has been added.
5.8 List: Protocols
Item 7 has been added.
5.14 List: FeedTypes
New list has been added.
5.15 List: Volume Normalization Modes
New list has been added.
6.3.6 Example: Native Request
Exampleof Native request embedding has been clarified.
6.4.4 Example: Native Response
Example of Native response embedding has been clarified.
7.2 Implementation Notesimpression Expiration
New section has been added.
7.4 Implementation NotesVideo Skippability

New section has been added.
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